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1.1. Introduction

This guide contains information and instructions to enable users to get the most out of Adaptive

Defense.

1.2. Who is the guide aimed at?

This guide is aimed at network administrators who need to protect their organization's IT systems
and mobile devices, find out the extent of the security problems detected, and define response
and remediation plans against targeted attacks and advanced persistent threats (APTs).

Even though Adaptive Defense is a managed service that offers security without the network
administrator havingtointervene, it also providesclear and detailed information about the activity
of the processes and programs run by all users on company systems, regardless of whether they
are known or unknown threats or legitimate programs.

In order that network administrators can correctly interpret the information and draw conclusions
that can improve corporate security, it is necessary to have some knowledge of Windows
processes, file systems and registry, as well as understanding the most frequently used network

protocols.

1.3. lcons

The following icons appear in the guide:

@ Additional information, such as an alternative way of performing a certain task.

\Ii

_@ Suggestions and recommendations.

& Important advice regarding the use of features in Adaptive Defense.
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2.1. Introduction

Adaptive Defense is a solution based on multiple protection technologies, which allows
organizations to replace the traditional antivirus solution installed on their network with a more
complete, managed security service.

Adaptive Defense protectsITsystems by allowing only legitimate software to run, while monitoring
and classifying all processes run on the customer's IT network based on their behavior and nature.
Additionally, it completes its security offering by providing monitoring, forensic analysis and
remediation tools to help determine the scope of the issues detected and resolve them.

Unlike traditional antiviruses, Adaptive Defense uses a new security concept that allows it to
accurately adapt to the environment of any given company, monitoring the running of all
applications and learning continuously from the actions taken by each process.

After a brief learning period, Adaptive Defense is able to offer a far greater level of security than
traditional antivirus solutions, as well as offering valuable information about the context of any
security problems in order to help determine theirscope and implement the necessary measures
to prevent further incidents.

Adaptive Defense is a cross-platform, cloud-based service compatible with Windows, Linux, Mac
OS X and Android; It does not require new infrastructureinthe organization, thereby keeping down
the TCO.

2.2. Key features of Adaptive Defense.

Adaptive Defense is a managed service that offers guaranteed security for companies against

advanced threats and targeted attacks. It is based on four pillars:

- Visibility: Traceability of every actiontaken by running applications.

- Detection: Constant monitoring of running processes and real-time blocking of zero-day
and targeted attacks, aswell as other advanced threats designed to bypass traditional
antivirus solutions.

- Response: Forensic informationfor in-depth analysis of every attempted attack, as well as
remediationtools.

- Prevention: Prevents future attacks by blocking non-goodware applications and using
advanced anti-exploittechnologies.

3}1?;}_{"1{1_?0d o/ f——_ﬁh\ B AL_J\T_O'_T"EJT?L’.‘C
Prevention - Detection
D 9

/ \

" Continuous visibility and '|
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2.3. Adaptive Defense user profile

Even though Adaptive Defense is a managed service that offers security without the network
administrator havingtointervene, it also providesclear and detailed information about the activity
of the processes run by all users on the network.

his data can be used by administrators to clearly define the impact of potential problems and
adapt security protocols to prevent similar situations in the future.

All users with an Adaptive Defense agent installed on their computers will benefit from a
guaranteed security service, preventing the running of programs that could represent a threat to

the company.

2.4. Adaptive Defense architecture: Key components

Adaptive Defense is an advanced security service based on the analysis of the behavior of the
processesrunon the customer’sITinfrastructure. The analysis of these processesis carried out using
machine learning techniques on Big Data infrastructures hosted in the cloud, so customers don't
have to install additional hardware or resources in their premises.

The general structure of Adaptive Defense and its components is illustrated below:

Adaptive Defense
Cloud Server Farm

NON RELATIONAL REAL-TIME /GLASSIFICATION
DATABASE CORRELATION CLUSTER

Sl=i= Nyl

Administration
console web server

H 000 &

Supported Protected Computers Network
SIEM Server on the custome's network administrator
console

Adaptive Defense comprises several components:

- Cloud server farm
- Administration console Webserver

- Computers protected bythe Adaptive Defense agent
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- Computer of the network administratorthat accesses the Web console

Below we describe the roles of the architecture components.

2.4.1 Adaptive Defense cloud server farm

The Adaptive Defense cloudserver cluster compilesthe actions taken by the processes and sent to
it from the agentsinstalled onusers’ computers. Using artificial intelligence techniques, it analyzes
the behavior of the processes and classifiesthem. The classification is returned to the agent to
execute a decision and keep corporate computers protected.

The Adaptive Defense server cluster comprisesaserverfarmhostedinthe cloud and configured as
a Big Data analytics environment continuously applying Machine Learning technologies to classify
each process run. There are several advantages to this new model of analyzing processes in the
cloud as opposed to traditional techniquesbased on sending samples to the antivirus vendor and
manual analysis:

- The successrate when classifying a process run on multiple endpoints over timeis 99.9991%

(lessthan 1 errorfor every 100,000 files scanned), so the number of false positivesand false
negativesis virtually zero.

- Everyprocessrunon the computers protected by Adaptive Defense is monitored and
analyzed, which eliminates the uncertainty provided by traditional antivirus solutions,
which recognize malware items but cannot identify other applications.

- The delay in classifying processesseen for the first time (the malware window of
opportunity)is minimal, as the Adaptive Defense agent relaysin real time the actions
triggered by each processto the server,which analyzes themlooking for suspicious
behavior. This drasticallyreduces the customer's exposure when dealing with threats and
targeted attacks. Inaddition, the executable files found on users’ computers that are not
recognized by the Adaptive Defense platform are sent by the agent to our serverfor
analysis.

The sending of the unknown executables is configured to have no impacton the
performance of the customer’s network. An unknownfile is sentonly once for all the

@ customersusing Adaptive Defense.Bandwidth management mechanisms have also been

implemented as wellas limits per agentand per hour, in order to minimize the impacton

the customer’snetwork.

- The continuous monitoring of every process allows Adaptive Defense to classify as malware
items whichinitially showed goodware characteristics. That is typical of targeted attacks
and other advancedthreats designed toremainunder the radar.

- There is minimal consumption of CPU resources onthe user's computer (2% compared to
5%-15% usage by traditional security solutions), as the entire scanning and classification
processis carried out inthe cloud. The agent installed simply collects the classificationsent
by the Adaptive Defense server and takes a corrective action.

- Scanningin the cloud frees the customer from having toinstalland maintain a dedicated
hardware and software infrastructure or stay up to date withlicense payments and
manage warranties, notablyreducing the TCO.

2.4.2 Administration console Web server

Adaptive Defense is managed entirelythroughthe W eb console accessible to administrators from:

https://www.pandacloudsecurity.com/Pandalogin/

The Web console is compatible with the most common browsers, and is accessible anytime,

anywhere and from any device with a supported browser.

@ Refer to Chapter Web administration console to check whether your browseris compatble

with the service.
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The Web console is responsive and as such is accessible from smartphones and tablets anytime,

anywhere.

2.4.3 Computers protected with Adaptive Defense
Adaptive Defense requires the installation of asmall software component whichhas to be installed
on all computers on the network.

This component comprises two modules: the communications agent and the protection module.

Even though in this chapter we make a difference between “agent” and “protection”,
@ these are two modules thatinstall atthe same timeand are necessary to correctly

manage the security of the computerto protect. This way, both terms -“agent” and
“protection”- are used indistinctly to refer to the software componentinstalled on each
user's computer

e Communications agent
The communications agent handles communication between managed computers and the
Adaptive Defense server.Italso establishes a dialog among the computersthat belong to the same
network on the customer's infrastructure.
This module, besides managing local processes, also gathers the configuration changes made by
the administrator through the Web console, and applies them to the protection module.
The following logic is used to see if the administrator has made configuration changes:

1. The administrator makes a configuration change inthe Web console.

2. Theserversendsanotificationtoinformthe affected computers that a configuration
change has been made.

3. Each computer checks for new notifications every 15 minutes. If there is a new notification:

¢ The computer asks the Adaptive Defense server for the new configuration policies.
e The serverdeliversthe policiesto the computer, which applies them.
Additionally, the agent uses the rumor or peer-to-peerfunctionality to coordinate with otheragents
installed on computers in the same group. The peer-to-peer functionality allows an agent to
centrally download new signature files and updates for every computer on its network. Refer to

Chapter 10: Protection updates for more information.

Dynamic proxy
The agents store a list with information about the computers on the network that have agents

capable of sending messages to the Internet. These agents are called proxies.

To act as a proxy for other agents, a computer must meet the followingrequirements: it must
& have a directconnection to the Internetand atleast 256 MB of RAM. Additionally, the
installation sequence must have finished on the computer.

Whenthe list of proxiesis empty or none of the agentsinthe list respond (av ailability =0), the agent
sends a message viabroadcast to the subnet asking “Who is proxy?" so that it cansend a message
to the Internet via a proxy.

While waiting for data about the list of valid proxies, the proxy's module will not attend other
requests. The list of proxies has a value associated to each proxy with a maximum number of
attempts to connect to another agent before it is considered invalid.

By default, the number is three, and when the value reaches zero the agent will be considered
invalid as a proxy. If at any time all the proxies in a list are invalid, the list itself will be considered

invalid and a search for new proxies will be launched through the message “Who is proxy?" It is
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possible that the message is sent correctlyto a proxy in the list, but the proxy then discovers that it
does not have an Internet connection.

In this case, the remote agent will repeat the sequence described herein, resending the message
to another proxyinitslist, whileresponding to any other agents via TCP that it isnot a proxy anymore
and that it should be removed from their lists as it no longer has a connection to the Internet.
This process is repeated until the message is sent correctly to the Internet or it passes through a
maximum number of proxies without being sent, in which case the message will be lost.

Itis possible to configure the maximum number of proxies through which a message can pass. By
default, it will only be sent to one and if the sending attempt fails the message is lost.

All messages contain alist of the proxies throughwhichtheyhav e passed to avoid being sent twice

to the same proxy without Internet connection.

Static proxy

If you want all access to the Internet to be made through a specific computer chosen by the
administrator, instead of dynamically through certain computers, the communications agent gives
the possibility of specifying which computer you want to act as a proxy.

The computer that acts as a static proxy must meet the following requirements:

- Itmust have an agentinstalled
- It must have direct Internetaccess
- It must have at least 256 MB of RAM

- It must hav e established aconnectiontotheserverinthelast 72 hours.

If, at any time, the computer set to work as astatic proxy ceases tomeet some of the requirements
to act as such, the static proxy setting will be disabled in the console, the name of the computer
will disappear, and a message will be displayed indicating the requirement that was not fulfilled.
The administrator will then be able to select another computer to work as a static proxy. If a
computerstops acting as a static proxy because it has been blacklisted, but is then whitelisted, it
will have to be configured again as static proxy so that all communications with the server pass
throughit. If an agent has to access the Intemet, it will first try tocommunicate using the static proxy.
If communication through the static proxy is not possible, it will try to establish a connection using
the usual sequence of communication procedures.

If it has a valid configuration stored, it will try to communicate using those settings.

Otherwise, it will try to connect directly to the Internet. If it cannot connect directly, it will try to
connect through a computer acting as a 'dynamic proxy', as described in the previous section.
Whenthe computer acting as a proxyreceives arequestto access the Internet, it will try to connect
directly. If the connection is successful, it will send the relevant reply to the agent requesting the
connection.

To configure a static proxy, edit the properties of the profile that the installed agents belongto.To
do that, go tothe Settings window and select the profile to edit fromthe menu on theright.In the
Windows and Linux menu, click Advanced settings and select the checkbox Centralize server

communication through the following computer.
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STATUS | COMPUTERS | INS ElamiilcEl REPORTS | OTHER SERVI

ngs > Deployment on Windows

Edit "DEFAULT" profile

General Updates Advanced settings

R
Windows %
: Installation

Advanced protection
Specify the path on which you want to install the program:

%ProgramFiles%:\Panda Security\WAC

Automatically uninstall other security solutions. Which solutions will be automatically uninstalled?

Server connection settings

Send information on the PC status every | 12 | hours.

You can select a computer for centralizing communications with the server. This computer will store
downloaded files so it is not necessary to download them again when requested by another computer (the
ability to store files is only available on computers with version 6.0 of the protection).

| Centralize server communication through the following computer

Computer:

Select a computer that is connected to the Internet.

e Protectionmodule
This module contains the technologies that protect customers' computers. Adaptive Defense
combines in a single product all resources needed to detect targeted and next-generation
malware (APTs), as well as remediation tools to disinfect compromised computers and assess the

impact of intrusion attempts.

The Adaptive Defense agent can be installed without problems on com puters with competitors’
@ security products.

2.5. Adaptive Defense services

Panda Security provides a number of optional services that allow customers to integrate the
solution into their current IT infrastructure and benefit directly from the security intelligence

developed at Panda Security labs.

2.5.1 Advanced Reporting Tool Service

Adaptive Defense allows all the information collected from customers' computers to be
automatically and seamlessly sent to Advanced Reporting Tool, a service designed to store and
exploit the knowledge generated on the customer's network.

Adaptive Defense monitors all processes run across the IT network, whether goodware or malware,
sending their actions to Advanced Reporting Tool, a platform capable of flexibly and visualy
relating all the data collected in order to extract security inteligence and obtain additional

information on threats and the way users are using corporate computers.
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The Advanced Reporting Tool service can be accessed from the Adaptive Defense Web console
dashboard.

Refer to the Advanced Reporting Tool User's Guide (accessiblefromthe product's Web
@ page) for more information about howto configure and make the most of this service.

2.5.2 SIEMFeeder Service: Integration with the customer's SIEM service

Adaptive Defense integrates with any third-party SIEM solution that customers may be using,
transmitting data about the applications run ontheir computers. Thisinformationis sent to the SIEM
server alongwith all the knowledge gathered by Adaptive Defense so that it can be leveraged by

the customer’s platform.

The SIEM systems compatible with Adaptive Defense are:

- QRadar

- AlienvVault
- ArcSight

- LookWise

- Bitacora

@ Refer to chapter Integration with SIEM products for more information about how Adaptive

Defense integrates with third-party SIEM solutions

2.5.3 SamplesFeed

This service serves as an essential complement to those companies that hav e their own malware
analysis laboratory.

By using a REST API, Panda Security will provide the customer with normalized samples of the
malware and goodware found on their network for analysis.

Panda Security will also deliver malware automations, that is, comprehensive execution reports
detailing the actions taken by the malware found on the customer's network in Panda Securitys

sandbox infrastructures equipped with real machines.

254 |IPFeeds

Thisis a subscriptionservicewhere customersreceive sets of IP addressesused by botnets detected
and analyzed by Panda Security.

This information flowis delivered on a daily basis and can be leveraged by the customer's security

devices to increase the protection level of their network.
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3.1. Introduction

This chapter provides an overview of the general strategy adopted by Adaptive Defense to
manage a company's network security.

Over 200,000 new viruses are created every day and a great majority of those new malware
specimens are designed to run on users' computers in the background for long periods of time,
concealing their presence on compromised systems.

For thisreason, the traditional approach of protecting systems using locally stored or cloud-based
signature files has become gradually ineffective: the huge growth in the amount of malware in
circulation has increased the window of opportunity for malware, that is, the time lapse between
the appearance of a new virus and the release of the antidote by security companies.
Consequently, everysecurity strategy must be based on minimizing malware dwell time, presently
estimated at 259 days for the increasingly common targeted attacks, whose main objectives are
industrial espionage and data theft.

In view of this dramatic change in the malware landscape, Adaptive Defense proposes a new
security approach based on an adaptive protection cycle: a set of protection, detection,
monitoring, forensic analysis and remediation services integrated and centralized within a single
administration console to show the network security full cycle inreal time.

This new approach aims to prevent or minimize security breaches, drastically reducing productivity
losses and the risk of theft of confidential corporate information. Administrators are freed from the
complex task of determining what is dangerous and why, dedicating their time and resources to
managing and monitoring the security status of the network.

This new approach enables IT Departments to quickly adapt corporate IT security policies to the

changing patterns of advanced malware.

3.2. The adaptive protection cycle

Adaptive Defense is a managed service that freesadministrators from the responsibility of deciding
which files are dangerous and why.

Instead, the company's technicians are provided with the time and tools necessary to monitor and
assess the security status of the network and the applications run by users.

The final objectiveis to allow organizations toadapt their security policies to respond to new threats,
in a continuous fine-tuning process that results in a secure, productive IT environment for users.
Additionally, administrators are provided with forensic analysis and remediation tools to combat
security threats, restore systems back to a normal condition after an intrusion attempt, and
determine the scope of an intrusion in order to develop effective contingency plans.

The adaptive protection cycle adopted by Adaptive Defense is illustrated in the graph below,

which will be explained in the next sections.
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Adaptation @ @ Protection

Remediation and response @ @ Detection and monitoring

3.3. Complete protection of the IT network

The first phase in the adaptive protection cycle involves the necessarytools to effectively protect
and defend the IT network against attacksand infection attempts. Adaptive Defense is compatible
withWindows, Linux and Mac OS X workstations and servers, as well as with Android smartphones
and tablets.

Protectionis a module traditionally developed by general security vendors that offer antivirus
solutions to protectthe infection v ectors most commonly used by hackers. These antivirus products
rely on the signaturesfiles published by the security vendor, and downloaded by users to their local
computers or accessed in real time from the cloud.

Adaptive Defense complements these traditional means with a series of advanced technologies

designed to prevent malware entry and unauthorized access:

3.3.1 Anti-exploit protection for vulnerable systems

Panda Security has dev eloped anew technology that strengthens its security solutions and detects
viruses that no other security company is able to detect.The aim isto protect eventhose systems
that are recognized within the industry as vulnerable, having reached their EOL (End Of Life), like
Windows XP for example. Those systems no longer receive security updates and may have
vulnerabilities that can be taken advantage of through exploits.

Adaptive Defense detects and neutralizes malware like Blackhole or Redkit that exploits zero-day
vulnerabilities (in Java, Adobe, MS Office, etc.) to infect computers. It uses a three-layered
detection/protection approachthat analyzes how exploits behave instead of their morphology.
In the first layer, Adaptive Defense provides passive protection against exploits byleveraging well-
known technologies such as DEP, ASLR, SEHOP, Bottom Up Randomization and others.

In the second layer, the solutionruns heuristic scansto find out if a process has been exploited by
malware taking adv antage of asoftware vulnerability. This layer is capable of detecting ROP, Stack
pivot and other strategiesused by exploits to bypass protection systems and run malicious code.
The third layer performs a behavioral analysis to detect the execution of malicious code by an
exploited process. To do that, the solution performs contextual behavioral analyses locally by using
the knowledge accumulated on Panda Security's Collective Intelligence platform.

This three-layered approach allows Adaptive Defense to effectively protect systems with known

vulnerabilities.
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3.3.2 The Cloud

Cloud computing is a technology that allows services to be offered across the Internet.
Consequently, the term 'the cloud'is used as a metaphor for the Internet in IT circles.

Adaptive Defense isserved fromthe cloud, connecting to Collective Intelligence servers to protect
your computers at all times, increasing its detection capabilities and not interfering with computer
performance. Now, all knowledge is in the cloud, and thanks to Adaptive Defense, all users can

benefit fromit.

3.3.3 Protection against advanced stealth techniques and macro viruses

In additionto the traditional detectionstrategy based on comparing the payload of scanned files
to the signature file, Adaptive Defense implements several detection engines that scan the
behavior of processes locally.

This allows the solutionto detectstrange behaviorinthe mainscripting engines (Visual Basic Script,
JavaScriptand Powershell)incorporatedinto all current Windows systems and used as a extension
of the command line. It also allows Adaptive Defense to detect malicious macros embedded in
Office files (W ord, Excel, PowerPoint, etc.).

Finally, the service can also detect the latest fileless infection techniques, which inject the virus
payload directlyinto the processes used to exploit system v ulnerabilities. These attacksdo not wite

files to the hard disk, so traditional security solutions are less likely to detect them.

3.4. Detection and monitoring

The second phase in the adaptiv e protection cycle assumes that the malware or targeted attack
managed to bypass the barriers placed in the Protection Phase, and infected one or several
computers on the network, going unnoticed by users.

In this phase, Adaptive Defense implements a number of nov el technologiesthat allow the network

administrator to pinpoint the problem.

3.4.1 Advanced permanent protection

Adaptive Defense's advanced protectionis a new, ground-breaking technology that continuously
monitors every process runonthe customer's Windows computers. Adaptive Defense collects every
actiontakenby the processesrunon users' computers and sends themto a server,where they are
analyzed applying automatic Machine Learning techniques in Big Data environments.

The service returns a classification (goodware or malware) with 99.9991 accuracy (less than 1 error
for every100,000 files analyzed), preventing false positives.

Forthe most complicated cases, Panda Security has a laboratory manned by malware specialists,
whose aim is to classify all executable files within the shortest possible time from the time they were
first seen on the customer's network.

Adaptive Defense implements three blocking types for unknown (not yet classified) processes and

processes classified as malware:
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e Audit
In Audit mode, Adaptive Defense only reports on detected threats but doesn’t block or disinfect
the malware detected. This mode is useful for testing the security solution or checking that the

installation of the product doesn’t have a negative effect on computer performance.

e Hardening
In those environments where there are constant changes to the software installed on computers,
or where many unknown programs are run, for example proprietary software, it may not be viable
to wait for Adaptive Defense to gain sufficient information to classify them.
Hardening mode aims to keep a balance between the infection risk for computers and user
productivity. In this mode, blocking of unknown programs is limited to those initially

considered dangerous.

Four scenarios are defined:

- Filesclassified by Adaptive Defense as goodware: They are allowedtorun.

- Files classified by Adaptive Defense as malware:They are sent to quarantine or
disinfected.

- Unclassified files coming from external sources (Internet, email and others): They are
prevented fromrunning until a classificationisreturned. Once a classificationisreturned
they will be allowed to run (goodware) or not (malware).

This classification is almostimmediate on most cases, so thata program downloaded fromthe
& Internetand unknown to Adaptive Defense may be initially blocked, butthen allowed to run within
minutes ifitturnsoutto be goodware.

- Unclassifiedfiles that are installed onthe user's computer before the implementation of
Adaptive Defense: Theywill be allowedto run although their actions will be monitored and
sent to the serverfor analysis. Once classified, theywill be allowed to run (goodware) or
sent to quarantine(malware).

e Lock
In environments where security is the top priority, and in order to offer maximum security
guarantees, Adaptive Defense should be configuredinLock mode. In this mode, the software that
is in the process of classification will be prevented from running. This means that only legitimate
software will be allowed to run. Just asin Hardening mode, programs classified as malicious will be
sent to quarantine, whereas unknown programs will be prevented from running until they are

classified as goodware or malware.

More than 99% of programs found on users' computersare already classified by Adaptive Defense.
& Only a small minority of programsare prevented from running. Refer to chapter 13 for more
information abouthowto configure the different blocking modes

3.4.2 Monitoring data files

Adaptive Defense monitors every access to the user's data files by the processes run on the
computer. This way, if a malicious item manages to infect the computer, it will be possible to
accurately determine which files were modified and when. It will also be possible to determine if
those files were sent out overthe Internet, the target IP addresses, and other informationthat may

be useful for the subsequent forensic analysis or remediation actions.
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Below we list the types of data files that are monitored:

- Office documents.

- PDF documents.

- CAD documents.

- Desktop databases.

- Browser passwordstores.

- Mail client password stores.

- FTP client password stores.

- Active Directory password stores.
- Certificate and user certificate stores.
- Digital Wallet stores.

- Browsersettings.

- Firewall settings.

- GPO settings.

3.4.3 Visibility of the network status

Adaptive Defense provides a number of resources that allow administrators to assess the security
status of the corporate network at a glance, using the activity panels included in the solutions
dashboard.
Some of these tools, like the reports, are already known, howev er, the important thing at this point
isnot only to determine if the customer's network has been attacked and the extent of the attack,
but to have the necessary information to determine the likelihood of an infection.
The Adaptive Defense dashboard provides key information for that purpose:

- Information onwhich processes found on the network are unknown to Adaptive Defense,

and which process are inthe process of being classified by Panda Security, along witha
preliminary assessment of their danger level.

- Detailed activityinformationthroughlistsof the actions performed by the unknown
programs which finally turned out to be malware.

- Detections made for each infectionvector.
This module provides administrators with global visibility into the processesrun on the network, both
known malware trying to enter the network and neutralized by the Protection module, as well as
unknown malware designed to go unnoticed by traditional detection technologies and which
managed to bypass the detection systems in place.
Finally, administrators will hav e the optionto enhance the security of their networks by prev enting

all unknown software to run, or adjust the blocking levelto allow certain unknown programs to run.

Refer to the relevant chapter for moreinformation aboutthe visibility and monitoring of computers
@ and processes

3.5. Remediation and response

In the event ofinfection, administrators must be able to workin two lines of action: quickly restore
affected computers to their original state, and assess the impact of the infection, that is, find out

whether there was a data leak, the extent of the attack, which computers were compromised,
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etc. The Remediation and Response phase provides tools for these two scenarios.

e Response

Administratorshav e aForensic Analysis tool that displays every actiontaken by malware, including
the infection vector (the way the malware entered the network), information about any attempt
to spread to other computers or access the user's hard disk to steal confidential information, and
any connections made to external computers.

Additionally, the Logtrust accumulated knowledge server stores every action taken by the
processes run by users. This makes it possible to extend the functionality of the forensic analysis
module and perform advanced searches to generate activity graphs that aid data analysis and

interpretation.

@ | Refer to chapter Forensic Analysistool for more information

¢ Remediation

Adaptive Defense provides several remediation tools, some manual and some automatic.

The automatic toolsinclude the traditional disinfection module typical of antivirus solutions, along
with the quarantine used to store suspicious or deleted items. In the case of infections caused by
advanced malware or very complex disinfections, administrators have the option to use a
standalone disinfectiontool developed by Panda Security fromthe administration console: Cloud
Cleaner.

Additionally, they can also use remote desktop tools to connect to other computers remotely and

troubleshoot issues caused by malware.

@ | Refer to chapter Forensic Analysistool for more information

3.6. Adaptation

After the infection, has been analyzed with the aforementioned remediation and response tools,
and once the cause of the infectionhas been identified, the administrator will hav e to adjust the
company's security policies to prevent any such situation from occurring again. The Adaptation
phase may result in a large number of initiatives depending on the results obtained through the
forensic analysis: from employee training courseson appropriate Internet use, to reconfiguration of
corporate routers or user permissions on their personal computers.

Adaptive Defense can be used to strengthen endpoint security in a number of ways:

If the company's users tend to always use the same software, but there are users who install
programs from dubious sources, a possible solution to reduce the risk posed by those users is to
implement the Lock mode provided by the advanced protection. This will minimize malware

exposure on top risk computers, preventing installation of illegitimate programs.
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4.1. Whatis a Panda Account?

Whenyou buy Adaptive Defense you will receive an email from Panda Security. Click the linkin the
message to go to the website where you can create your Panda Account. You must then activate
your Panda Account using the link sent to you in another email message. Finally, go to Panda
Cloud. There you will find the shortcut to access the Adaptive Defense Web console.

This new method aims to increase the security of your login credentialsas, instead of receiving them
via email, you yourself create and activate your Panda Account, the entry point to access the
Adaptive Defense Web console. Panda Cloud lets you manage your cloud solutions quickly and
easily and, if necessary, access information regarding other Panda Security solutions which will

resolve all your network’s protection needs.

4.2. How can | create a Panda Account?

After you purchase your licenses you will receive an email message. Now you can create your

Panda Account. To do this, follow these steps:

1. Open the message and clickthelinkincludedinit.
2. Youwillaccessa Web page to create your Panda Account.
3. Enteryour email address and click Create.

T panda

Creating an account is all you need to access all of your Panda services.

Einail Siirase
Email address

Confirm your email address

Use the language menu if you want to display the page in a different language. You can also view
thelicense agreement and the privacy policy by clicking the relevant links. Youwillreceive another
message at the email address specified when creating your Panda Account. Use this message to

activate your account.

4.3. How can | activate a Panda Account?

Once you have createdyour Panda Accountyou have to activateit.Inorderto do that, you will

receive a message at the email address you specified when creating your Panda Account.
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1. Gotoyourinboxand find the message.

2. Clickthe activation button. By doing that, you will validate the email address that you
provided when creating your Panda Account. If the buttondoesn't work, copy and paste
the URL includedin the message into your browser.

3. The first time that you access your Panda Account you will be asked to set a password.
Click Activate Account.

4. Entertherequireddata and click Save data.If you preferto enteryour data later, click
Not now.

5. Acceptthelicense agreement and click OK.

You will hav e successfully activated your Panda Account. You will then find yourself in the Panda
Cloud site. From there, you will be able to access your Adaptive Defense console. To do that,

simply click the solution icon in the My services section.

clientPAD + Help ~ English ~

J panda | Cloud

My services

©

Adaptive
Defense

Other Panda Cloud services

Remote device
management and

monitoring

Advanced protection for
your business

Antivirus protection for
your business

)

Endpoint Protection ensures complete protection
against viruses and other threats without extra
costs. Use just o Web browser to protect all your
PCs, servers and laptops wherever they are

More information

Endpoint Protection Plus provides complete
antivirus and anti-spam protection for Exchange
Server, as well as the ability to monitor and
manage your network users' Internet usage.

Plus, it includes all the features of Endpoint
Protection.

More information
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5.1. Introduction

This chapter explains the general structure of the Web administration console.
The console is the main tool with which administrators can manage security. As it is a centralized

Webservice, there are a series of features that will benefit the way the IT department operates.

e Asingle tool for complete security management.
The Web administration console lets you distribute the protection agents to network computers,
configure security settings and monitor the protection status of computers, as well as offering
troubleshooting tools and forensic analysis in the event of problems. All these functions are
available from a single console, facilitating integration of different tools and minimizing the

complexity of using products from different vendors.

e Centralized security management for all offices and mobile users
The Web console is hosted in the cloud so it is not necessary to install new infrastructure on
customers’ premises or configure VPNs or change router settings. Neitherisit necessarytoinvestin
hardware, operating system licenses or databases, nor to manage licenses and warranties to

ensure the operativity of the service.

e Securitymanagement fromanywhere at any time
The Web administration console is responsive, adapting to any device used to manage security.
This means administrators can manage security from any place and at any time, using a

smartphone, a notebook, a desktop PC, etc.

5.1.1 Web console requirements

The Web console can be accessed from the following link:

https://www.pandacloudsecurity.com/PandalLogin/

The following requirements are necessary to access the Web administration console:

- You must have validlogin credentials (user name and password). See Chapter 4 for more
detailsonhow to create a Panda account for accessing the Web console.
- Acertified compatible browser (othersmay be compatible).
e Internet Explorer 10 orlater.
e Firefox

e Google Chrome

- Internet connectionand communicationthrough port 443.

5.1.2 IDP federation

Adaptive Defense delegates credential management to an identity provider (IDP), a centralized
application responsible for managing user identity.

This means that with asingle Panda account the network administratorwill havesecure and simple

access to all contracted Panda products.
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Panda Account

Log in fo access PandaCloud

Email address

Password

Forgot your password?

@2015- Panda Securty Privacy Polcy
License Agresment

English (United States) ¥

5.2. General structure of the Web administration console

The Web administration console has resources that ensure a straightforward and smooth
management experience, both with respect to security management as well as troubleshooting
and forensic analysis. The aim is to deliver a simple yet flexible and powerful tool that allows

administrators to begin to productively manage network security as soon as possible.

[ Adaptive Advanced Reporting Tool [E () €3 2 pseaN_P2c16 Demo
»J panda |

Defense

IPUTERS | INSTALLATION REPORTS | OTHER SERV

2 !
Edit "Default” profile

3

4

EHEE e o

Deployment on Windows

Advanced protection [ The PCs are connected to the Internet via proxy.

Address: Port | 80

The proxy server requires authentication.

User name: Password

a

Request Internet access details if no connection is found. 8

Restore default settings @

5.2.1 Top menu (1)

The top menu has seven windows, each with related tools and resources:
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- Status

- Computers
- Installation
- Settings

- Quarantine
- Reports

- Other services

Status window

Adaptive [Feaist Advanced search @ {?}' 8 clientPAD

enp
W pﬂl"ldﬂ | Defense

STATUS MPUTERS | | \L M| o8 | 3 | OTH

Licenses: 1120 Contracted | 22& expire on10/28/2015 @ Detail

Mikhiemons NOT CONNECTED TO THE SERVER

Excluded N %
Unprotected o]
Without a license @ J
7 days

72 hours
726

Camrters OUTDATED PROTECTION

Activity

MALICIOUS PROGRAMS UNDER INVESTIGATION AT OUR LAB

12 6

incidents

in12

computers Run

The Status window is the first one you see when accessing the console for the first time.
It shows a number of counters with information about your licenses and the status of your
protection.

If you haven'tinstalled the protection onany of your computers, you'll be promptedto go tothe
Computers windowto begin the installation. The Status window has a number of panelswith

graphs describing the security status of the network and Adaptive Defense licenses.

Visibility and monitoring and Chapter Reports for more real-time information on the network
security status and consolidated reports.

@ See Chapter Licenses for more details on license managementin Adaptive Defense. See Chapter
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Computers window
This contains information about the status of network computers. The Computers window displays
an installation wizard if there are still no computers on the network with the agent installed.

Itis also possible from the Computers window to add agents, althoughthis task can be carried out

entirely from the Installation window.

Installation window

This contains all the tools you need for deploying Adaptive Defense agents on the network.

®

See Chapter Installing the protection for more information about the process ofinstalling Adaptive
Defense agentson network computers.

Settings window

This lets you manage and configure groups and protection profiles.

@ ‘ Seetherelevant chapters for more details on how to create profilesand groups

Reports window
The reports let you send and receive static consolidated documents in several formats about

specific areas of the security service.

@ ‘ See chapterReports for more information

Other services window
This lets you contact the Panda Security technical department as well as send comments and

suggestions regarding the service.

5.2.2 Browser path (2)

The browser path shows the full path for the current window.

This path comprises the names of the windows that have been passed throughto gettothe present
location, separated by the “>” symbol.

The hyperlinks can be used to go directly back to any previous point, without having to retrace

your steps.

5.2.3 Side menu (3)

The side menu is displayedin several windows, such as Installation or Settings. It contains aseries of
options that administratorscanuse to display additional settings. Clicking these options adds them

to the browser path discussed above.

5.24 Tabs (4)

These are used to group common settings options across many of the windows inthe console. Tabs
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are not added to the browser path when clicked.

5.2.5 General settings button (5)

This displays a drop-down menu with sev eral general options described below:

Users

This lets you create new users with different access permissions to the Web console.

@ ‘ Seetherelevant chapterfor more information about users and permissions.

Preferences

This includes general settings regarding the operation of the console:

- Language: Letsyou choose between 13 console languages.

- Email alerts: Lets you send email alerts to administrators directly from the Adaptive Defense
platform.These alerts containinformation about the items detected and blocked on
Windows computers.

To prevent situations where the organization's internal mail serveris down, cannot be
accessed by the computer's local protection, or the client does not have an SMTP mail
server, the Adaptive Defense platform can also send email alerts directly to the

administrator's account without passing through the organization's internal mail server.

Email warnings

Send alerts when the following events occur

Malware or PUP detection.
Anitemn gets blocked.
A file allowed by the administrator is clossified.

Send the alerts to the following address:

ccO7pOStmi@panda.com

Alert language:

English »

You can set the conditions under which an email alert will be sent:

e Malware orPUP detection: A maximum of 2 emails will be sent per file, computer
and day to avoid flooding the administrator's mailbox. This optionis selected by
default.

e Everytime anitem gets blocked: A single email will be sent per file, computer and
day to avoid flooding the administrator's mailbox. This optionis disabled by default.

e Everytime afile allowed by the administrator is finally classified: This alert is only sent
ifthe administrator excluded a blockeditem that was pending classification at the
time of execution, and the itemisfinally classified as malware. Since thisis a
potentially dangerous situation, the system will send an alert to the administrator
whenever achange ismade to an excludeditem's classification. The most typical
caseis the exclusion of a blocked unclassified item that Adaptive Defense finally
classifies as malware

- Default view: This determines how computers will be displayed inthe console: by name or
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by IP address.

- Group restrictions: This lets you determine the maximum number of computersin any given

See chaptergroupsfor more informationabout creating and managing groups.

group.

- Remote access:This lets you configure the credentials for accessing computers
administered by Adaptive Defense and which have any of the supportedremote desktop
applicationsinstalled (LogMeln, TeamViewer and VNC). This access can be shared with
the service providerinorderto delegate management of the computers.

See chapterRemediationtools for more details.

=

- Automatic management of suspicious files: This lets you automatically send files classified
as suspicious to Panda Security for analysis.

- Accountmanagement: This lets you merge accounts and delegate administration of
computers.

@ | See chapterManaging Accounts for more details.

Help
This is the console context-sensitive Help file. Click F1 to get the Help file for the current screen.

Advanced administration guide

This lets you download the advanced administration guide.

Tech Support

From here you can contact Panda Security’s Support department.

Suggestions box
This lets you contact the Panda Security Product department to send comments and suggestions

regarding the service.

License agreement

Here you can see the product EULA.

About

This displays the versions of the various service components.

5.2.6 Logged-in user (6)
This lets you log out of the console, and then displays the IDP (Identity Provider)screeninorderto

login.

5.2.7 Panda Cloud button (7)

This button gives administrators accessto Panda Cloud, where they can see at a glance all the

Panda Security services they have contracted.
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5.2.8 Settings components (8)

The Adaptive Defense console uses standard settings components, such as:

- Drop-down menus

- Combo boxes

- Buttons

- Check boxesfor activation

- Dialogboxes
In many cases, the console checks whether the text that has been entered is correct (if the “@”
symbol is present in email addresses, numerical data, etc.).
Adaptive Defense uses a series of tablesto presentlists. Allthese tables have aheader that lets you
order the lists by different criteria. Click on a header category to order the list according to this

category and click it again to reverse this order.

Likelihood
Protection of being

@ mode malicious

The direction of the arrow indicates whether the order is ascending or descending.
At the bottom of the table there is a paginationtool. This function variesdepending onthe type of

table:

- Linesperpage selector

- Shortcut to specific pages
- Next page

- Previous page

- Last page

- First page

ltems perpage| 20 ¥ | 1-20of50 items 123 > »

5.2.9 Notifications (9)
The notifications icon includes a red number indicating the number of urgent messages that the
system has to deliver to the administrator.

Here there is a color code - blue, red, orange - to indicate the importance of the message.

5.2.10 Accessto Advanced Reporting Tool service (10)
This button takes you to the accumulated knowledge repository console. This repository provides
detailed reports and lets you carry out advanced searches for applications on the network and

their activity.

@ | See Advanced Reporting Tool guide for more details.
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6.1. Introduction

In orderto use the service, you must hav e licenses for Adaptive Defense for Windows. Depending
on the specific needs of each network, it may be necessary to install/uninstall the protection on
computers, remove computers from the protected list, add new computers to the list, etc.

License usage is reflected in the number of available licenses.

6.2. Contracting and renewing licenses

To start using the service, you have to contract licenses for each of the computers you want to

protect. An Adaptive Defense license is assigned to a single computer (workstation or server).

& | To contractor renew licenses contact your designated partner.

6.2.1 License contracts

Licenses are groupedinto license contracts. Alicense contractis a group of licenses listed with the

following characteristics:

- Product: Adaptive Defense or Adaptive Defense + Advanced Reporting Tool.
- Contracted: Number of licenses contracted inthe license contract.
- Type:Trial (30 days) or Release.

- Expiry date: Date when the licenses expire and the computers will cease to be protected.

At the top ofthe console you can see the total number of contracted licensesfor all active license
contracts along with the expiry date of the license contracts that will expire soonest and the

corresponding number of licenses.

To view details of the license contracts click Status and Details.

EA-YIVEl COMPUTERS | INSTALLATION SETTI 3 S | OTHER SERVICES
Licenses. 1120 Contracted | 226 expire on 10/28/2015 | Details

With errors

NOT CONNECTED TO THE SERVER

Excluded N _
Unprotected W
Without a license 4 4
. ] 7 days 30 days

i 72 hours
726
SonIptlees OUTDATED PROTECTION

)

You will see a License list comprising a list of license contracts and additional information.
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SIFNVEN COMPUTERS | INSTALLATION | SETTINGS | REPORTS | OTHER SERVICES

License list
Adaptive Defense: 25 licenses (21 used, 4 unused) <<Back
|44 pPagelof1mp
g 1-2 of 2 items ltems per page 20 ¥
Product Contracted Type Expiry date o
Adaptive Defensg + Advanced 15 Demo 14/18/2018
Reporting
Adaptive Defensg + Advanced 10 Demo 4/18/2019
Reporting
|4 First 4 Previous 1 Mext B Lasthkl

At the top you will see the statusof the licenses: number of contracted licenses (used, unused) and
computers without a license.
In the center ofthe screenyou can see the various license contracts and their descriptions. Move

the cursor over them to display more detailed information.

6.3. License status

The Status window includes the Adaptive Defense dashboard which reflects the current status of

network computers, in the form of a circle with colored segments and counters.

Mov e the cursor over each colorto display a tooltip withthe number of computers corresponding
to each category.

Click the different areas of the panel to display more information about the license status.

Network computers

In the center of the license panel you can see all the computers discovered on the customer’s
network, regardless of their status (whether or not they have a valid license assigned, with errors
etc.). This counter also includes the computers located by the discovery tool.

Click the counter to display the Computers window.

OK computers
The dark blue area of the circle corresponds to protected computers, i.e, computers with a valid

Adaptive Defense license and with no errors.
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These computers are using a license.

Computers without a license
Computers without a license are those that are not protected because there are insufficient
licensesto protect them, or because they belong to a group witha maximum number of licenses

assigned by the administrator.

Click the white area to display the Without a license tab of the Computers screenwith a list of the
computers that don’t have alicense assigned.

These computers do not use up licenses.

Computers with errors
The red area displays the computers with errors, i.e. computers with a license assigned and on
which the agent was installed correctly but the protection has returned an error.

These computers use licenses.

Excluded computers

The light blue arearepresents excluded computers. If there are less licenses contracted than the
total number of computers that require protection, you can prioritize the computers to be
protected first and the others will be excluded.

Excluded computers are those that the administrator has decided will temporarily not be
protected. Excluded computers do not compete to obtaina spare license, they are not updated
and their status is not reported to Adaptive Defense.

These computers do not use up licenses.

Unprotected computers

These are represented by the yellow segment of the circle. They are unprotected as the agent has
not been correctly installed on the computer, they have been identified by the discovery tool or
the agent has been uninstalled.

These computers do not use up licenses.

6.4. Assigning and releasing licenses

Whenthe agentisinstalled onone computer, one license of Adaptive Defense for Windows will be
subtracted from the total number of available licenses.

When a computer is removed from the list of protected computers, one license of Adaptive
Defense for Windows will automatically be added to the total number of available licenses,
depending on the operating system of the computer you remove.

Whendue to expirythe number of contractedlicensesisreduced by ‘X’, the status will change to

Without a license for as many Windows computers and devices as licenses hav e expired.

Reassigning licenses
Where the number of contracted licenses is less than the number of computers to protect, this

difference will be included in the Withhout a license tab. These computers will compete for any
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spare licenses that appear, as explained in the section Contracting and renewing licenses.

To prevent acomputer without alicense from competing for newly contractedlicenses, you have
to delete themfromthe console.To do this,go to the Withoutalicense tab inthe Computersscreen,
select the computers and click Delete selected computers.

If you want to release a license from a computer with a valid license, you have to exclude the

computer.The license will then be released and assigned to a computerin the Without license list.

You cannotjustdelete a computerwith licenses, as the nexttime itcommunicates withthe
Adaptive Defense server, itwill be assigned a license once again.

6.5. License expiry notifications

The Notification area displays different alerts relating to the expiry date of your licenses: whether it
has been exceeded, whether there are licenses expiring in the next 60 days, and whether you
could be left with fewer licenses than those currently used.

You can renew your licenses by contacting your usual reseller or sales advisor. Adaptive Defense

will display a reminder in the Status window.

@ | Seethe relevant chapter for more information about the notifications.
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7.1. Introduction

Console users with total control permissions have access to the account management features
provided by Adaptive Defense: delegating account management and merging accounts.

Both options can be found in the Account management window. To access it, go to Preferences

and click Manage accounts.

Ada ptive Advanced Reporting Tool [ 5 8 DSPAIN_P2C16 Demo
Defense

\J panda|

Users
STATUS UTERS | 1| ] I Preferences
AL R

Help

}]ﬂﬁﬂ‘l errors Advanced Administration

Guide
Excluded

1 Advanced Reporting tool
User Guide

Technical Support
Unprotected

1 Suggestion box

No errors License Agreement
& Adaptive Defense News

About..

() pendingrestart

Account management

Click the following link to merge this account with another or delegate the security service

== Manage accounts
Sp=1Moned

7.2. Delegating account management

This feature lets you delegate security management to a partner, or change the partner that takes

care of managing your network security.

@ To delegate accountmanagementto a partner, you will need the partner's Panda Security
identifier.

In the Delegate security to your service provider section, enter the partner’s identifier.

Delegate security to your service provider

Enter the identifier of the service provider that will manage the security of this account.

Identifier:

@ Instructions Delegate

7.2.1 Possible errors when delegating account management

The following errors may appear when trying to delegate account management:

- Invalid identifier. Please try again and make sure you enterit correctly. Tryagain and
make sure you enter the partner ID correctly.
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You do not have licenses to perform this operation. Contact your usual sales advisor or
resellerto renew them. If your licenses hav e expired, you will not be able to accessthe
account management feature.Please contact your reseller or sales advisor to renew your
licenses.

Could not performthe operation.Please contactyour reseller or sales advisor. It is possible
that the characteristicsof the services/licenses that you contracted do not allowyou to
use the management delegationfeature.Please contactyourreseller or sales advisor.

An erroroccurred: Could notregister the request. Please try again. This error occurs when
the processfails for an unknown reason. Please tryagain and if you cannot activate the
service, contact Panda Securitytechnicalsupport.

7.3. Merging accounts

If a client has products in several accounts, they can merge them into a single one to facilitate

centralized management of their computers'security. The process of merging accounts consists of

transferring all of the data from a source account to a target account and delete the source

account.

®

7.3.1

The process of transferring data is notimmediate. It may take a shorttime before you can see the
changereflectedin the targetaccountWeb console.

Consequences of merging accounts

It is VERY IMPORTANT that before you merge accounts, you understand the consequences:

7.3.2

The servicesassociated withthe source account will be movedto the target account.
Those services willcease to be active inthe source account, whichwill be deleted. Also,
accesstothe source account Web console will be denied.

The target account Web console willdisplay data and informationfromthe computers
that were managed fromthe source account. To checkthis,just accessthe target
account Web console.

The protectioninstalled onthe computers managed from the source account will be
reassigned automatically, and will be managed fromthe target account. It will not be
necessarytoreinstall the protection.

Requirements for merging accounts

Below we describe the necessary requirements to merge accounts successfully. If any of the

following requirementsis not met, the process will be interrupted and an error message will be

displayed in the console.

7.3.3

Boththe source account and the target account must hav e the same version of Adaptive
Defense.

Neither the source account nor the target account may hav e expiredlicenses.
Boththe source account and the target account must belong to the same partner.

The source account must hav e fewer than 10,000 licenses. The target account, however,
can have more than 10,000 licenses.

Boththe source account and the target account must hav e the same additional services
contracted.

How to merge accounts
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Accessthe source account Web console (thisis the account that will be canceled).

Click Manage accounts inthe Preferenceswindow. You will be taken to the Account
management window.

Select Merge.

Enter the Login Email of a user withtotal control permissions onthe account to transferthe
datato, as well as the client number (identifier) providedinthe welcome message.

If you're sure you want to merge the accounts, click Merge.

7.3.4 Effects of account merging on service configuration

Merging accounts involves transferring information about managed computers from a source

account to a target account. More precisely, this is the information that the service transfers (or

doesn't transfer) from one account to the other:

7.3.5

License information: All data about active license contracts (that is, information about
activelicenses, startand end dates, types oflicenses, etc.) will be transferred fromthe
source account to the target account.

Configuration profiles: All configuration profiles from the source account will be transferred
tothe target account.Ifthereis already a profile withthe same name in the target
account (forexample, Sales Profile), the profile from the source account willbe renamed
with a numeric suffix (Sales Profile-1).

The default profile (Default) from the source accountwill be transferred to the targetaccount, but
will be considered as just another profile and willlose the status of default profile.

Computer groups: All computer groupsin the source account will be added to the target
account.In the case of groups withthe same name, the same criteriawillbe applied as
with profilesinthe previous point.

Reports: The settings of the reports generated inthe source account will not be added to
the target account.

Statistics: All detectionstatistics willbe transferred fromthe source account to the target
account.

Users: All users withaccessto the source account Web console (and their permissions) will
be added to the target account, except the default user.

Possible error messages when merging accounts

The following errors can occur when merging accounts:

The merging operation cannot be performed as the accountsto merge belong to
different resellers. Please contactyour Panda Securityreseller or sales advisor.

The merging operation cannot be performed as the customers don't have the same
product version. Please checkthat there are no versionupdates waiting to be executed. If
the problem persists, please contactyour Panda Securityreseller or sales advisor.

The merging operation cannot be performed as the customers don't have licenses of the
same product and/or service.Please contactyour Panda Securityreseller or sales advisor
for both accountsto have licenses of the same products and/or services.

Error:The source customer'slicenses hav e expired. Please contactyour Panda Security
reseller orsales advisor.

The merging operation cannot be performed as it involves too many computers. However,
the operation can be performed by Panda Security. Please contactyourreseller directly or
Panda Security for techsupport.

43



J panda

If more than one error affects the same customer, only the first one will be displayed. W hen this is

resolved, the second error will be displayed, and so forth until all of them are finally fixed.
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8. Users

Creating users

Changing user details

Deleting users

Assigning permissionsto users and groups
Types of permissions
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8.1. Introduction

®

In this chapter, the term “user” refers to the differentaccounts created to access the Web console,
notthe network users who work with computers protected with Adaptve Defense

Creating different users and assigning permissions to them makes it possible to share the Adaptive

Defense management tasks among various administrators with different access levels and

technical profiles/roles.

To configure users and permissions, go to the Users menu.

% 1

v Panda |

STATUS

Ada ptive Advanced Reporting Tool [ 5 : 8 DSPAIN_P2C16 Demo

Defense
Users
PRETENSENR,

UTERS | 1 d | Preferences

Help

With errors Advanced Administration
1 Guide
Excluded
1 Advanced Reporting tool
User Guide

Technical Support

Unprotected

1

Suggestion box

No errors License Agreement
i Adaptive Defense News

About..

) Pending restart

The Usersmenu splitsdatainto three columns: Login Email, Name and Permissions. As you create

users, these will appear on the list, along with the type of permissions that you have given them.

>Users
Users
O
) Add user
L Login Email « Name Permissions
pmad360@pandaes pm (Default user) Total control

8.2. Creating users

Follow these steps to create a user:

PobdPE

In the Users menu, click Add user.

Enter the Login Email and confirmit.

You can add additional informationinthe Comments sectionif you want to.

Select the permissionto assignto the user. For more information, refer to the Types of
permissions section.

In Groups, select the group/subgroup or groups/subgroups that the user will be able to act
upon, based on the permissions assigned to them. Users with total control permissions will
be able to act on all groups.

Click Add. A message will be displayed informing you that an email message has been
sent to the address specified when creating the user.
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7. Aftertheuser has been created,it willappear on the list available inthe Userssection.

8.3. Changing user details

To change a user's details, go to the Users section, and click the user's login email address toaccess
the Edit users window.

Edit users

User name: pm

Login Email: | pmad360@panda.es
Comments:

4
Permissions: Total control v

Groups the user has permissions over:

v v (3 Al
4 7 DEFAULT

This window lets you change the user's comments, their permissions and the groups they can act
upon, but not their name or login email address.

@ | In the case of the Defaultuser, itis only possible to edit the Commentsfield.

Changing user names

To change a user'sname, access the Panda Cloud console throughthe E iconin the upper left

corner of the window, login using the user's credentials and click the user's name. Then, click Edit
account.
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DSPAIN P2C156Demo  Help ~ English -

'v' Pﬂndﬂ ‘ Cloud Edit account v

Log off

My services

O

Adaptive Defense

You will access the user's Panda Account, from whichyou will be able to change the user's details

and password. Then click Update.

Account detdadils

Email address pmad3é0@panda.es

Change password

Personal details

First name pm
Last name adl40
Date of birth Month * Day * Year v

Phone number
Address
State/Region
7IP code

City

Country Spain M

Once this is complete, both Web consoles (Panda Cloud and Adaptive Defense) will display the

new user name.

8.4. Deleting users

To delete a user, go to the Users menu. On the user list, select the checkbox next to the user that
you want to delete. You can select all users at once by selecting the checkboxin the Login Email

column header. Then, click Delete.
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8.5. Assigning permissions to users and groups

Adaptive Defense allows you to assign different access permissions for console users on one or
several computer groups. This way, each user will only be able to manage the security of the

computers belonging to the groups they have access to.

To assign permissions on groups, edit the user and select the groups of computers whose security
the user can manage.

> Users > Edit users
Edit users
User name: cclnakiPAD360pD
Login Email: | ccinakipad360pd@panda.com
Comments:

4
Permissions: Total contro v

Groups the user has permissions over:

v v @& Al
[ DEFAULT
p ¥ ] CONT_1
p ¥ [ CONT_2

8.5.1 Permission inheritance

When giving permissions on a specific group, everysubgroup in the group will inherit the assigned
permissions. Fromthen on, every newly created subgroup inthe group will automatically inherit the
permissions assigned on the parent group.

Otherwise, if you assign permissions on a parent group and some of its subgroups but not all, any

new subgroup that may be added to the group won'tinherit the permissions of the parent group.

8.6. Types of permissions

Adaptive Defense includes three types of permissions. The permission assigned to a user will dictate
which actions they can perform, and on which computers or groups.

The actions that a user can take affect various aspects of the basic and advanced protection
settings, andinclude the creation and modification of theirown user credentials, the configuration

and assignment of user groups and profiles, the generation of different kinds of reports, etc.
The permissions that exist are:

- Total control permission
- Administrator permission

- Monitoring permission
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8.6.1 Total control permission

User management. Users can:

- Viewallusers created onthe system.

- Delete users.

Group and computer management. Users can:

- Create and delete groups/subgroups.

e If auserhas total control permissions ona group, they will also have themon allits
subgroups.

e If auserhas total control permissions ona group, and later asubgroup is added to
that group, the user will automatically hav e total control permissions onthe newly
created subgroup.

- Configure the protection profiles of all groups.

- Assigncomputersto all groups/subgroups.

- Move computersfromone group/subgroup to another.
- Editthe Comments fieldin the Computer details window.

- Accessany computerremotely.

Profile and report management. Users can:

- Copy profilesand view copies of any profile.

- Configure scheduled scans of specific paths for any profile.

- Viewreports (on-demandreports, not scheduled ones) on any group.
- Createtaskstosend scheduledreports onany group.

- Viewallreport sending tasks.

Search of unprotected computers. Users can:

- Configure searches for unprotected computers.

- Viewand/or delete any of the tasks created.

Protection uninstall. Users can:

- Configure protectionuninstall tasks.

- Viewand/or delete any of the tasks created.

License and account management. Users can:

- Usethe optionto add licenses using an activation code.
- Usethe optionto merge accounts.

- Delegate security management to a partner.

8.6.2 Administrator permission
The actions that administrator users can perform (manage users, computers and groups, as well as
configuring and uninstalling the protection), are restricted to those computers or groups they have

created or have permissions on.
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User management. Users can:

- Change their own credentials.

- Create users.

Search of unprotected computers. Users can:

- Createsearchtaskslaunched from computers on which they have permissions.

- Viewand/or delete any of the previously created searchtasks, but only from computersin
groups on which they have permissions.

Group and computer management. Users can:

- Create groups/subgroups (manual or automatic by IP address), and configure the
protection profiles of the groups on which they hav e permissions. Administrator users
cannot access a child group iftheydo not have accesstothe relevant parent group.

- Delete groups on whichthey have permissions. You can only delete groups that don't
have any computersinside, that s, prior to deleting a group/subgroup you must assign or
mov e its computers to another group/subgroup. Once you have emptied a
group/subgroup, you can deleteit.

- Edit the Comments field of those computers onwhich they hav e permissions,inthe
Computer details window.

- Remotelyaccess computers that belong to groups on whichthey have permissions.

Protection uninstall. Users can:

- Configure uninstall tasks for those computers and groups on whichthey have permissions.

- Viewand/or delete uninstall task, but only on computers belonging to groups on which
they have permissions.

Profile and report management. Users can:

- Create and view new profiles.
- Create copies of profiles on which they hav e permissions and view them.

- Configure scheduled scans of specific paths for profiles on which they hav e permissions or
which theyhave created.

- Viewreports (on-demandreports, not scheduled ones) on groups on which theyhave
permissions, provided those permissions applyto all the groups coveredinthereport.

- Createtaskstosend scheduledreports ongroups they have permissions on.

- Viewtaskstosendscheduledreports ongroups they have permissions on, provided those
permissions applyto all the groups coveredinthe report. Otherwise, theywill not be able
toviewthereport sending task.

8.6.3 Monitoring permission

Users can:

- Change theirown credentials.
- Viewand monitor the protection of the groups/subgroups assigned to them.

e [f auserhas monitoring permissions onagroup, theywill also have themon all its
subgroups.

e If auserhas monitoring permissions onagroup and later a subgroup isadded to
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that group, the user will automatically have monitoring permissions onthe newly
createdsubgroup.

- Viewthe profiles assigned to the groups/subgroups onwhich they have permissions.

- Viewsearchesforunprotected computers performed from computers belonging to
groups/subgroups on which they hav e permissions.

- Viewuninstall tasks for groups/subgroups on whichthey hav e permissions.

- Viewreports (on-demand reports) on groups/subgroups on which they hav e permissions.

- Viewtaskstosendreports ongroups/subgroups they have permissions on, provided those
permissions applyto all the groups/subgroups coveredinthe report. Otherwise, they will
not be able toviewthe report sending task.
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9. Installing the
protection

Protection deployment overview
Installing the protection on Windows computers

Introduction to installation usingimage
generation

Uninstalling the protection
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9.1. Introduction

Installing the protection consists of deploying the software required to enable the advanced
protection, monitoring and security management services to the network computers.

It is important to install the protection on every computer on the network to prevent security
breaches that may be later exploited by attackers through malware designed toattack vulnerable
systems.

Adaptive Defense providesseveraltools tohelp administratorsinstallthe protection. These toolsare

available or not depending on the platform to install the protection on.

These are the tools included in Adaptive Defense:

- Agentdownload fromthe console
- Generationofdownload URL
- Centralized distributiontool

- Searchforunprotected computers

9.1.1 Agentdownload from the console
This consists of downloading the installation package directly from the administration console. To

do that,selectthe platformtoprotectinthe Installation window: Windows, Linux, Android and Mac
OS X

Adaptive [Fesist Advanced search [ () {?__}‘ 8 clientPAD
Defense

3 U panda |

STATUS | COMPUTERS [NERVIIWAITOIYE SETTINGS | REPORTS | OTHER SERVICES
————

> Installation

== Windows

Search

Uninstallation

In both Linux and Windows, the installer is the same for 32-bitand 64-bit platforms. Before
downloadingthe installer, don'tforgetto checkthe requirements thatthe computers/devicesmust
meet.

9.1.2 Generating a download URL

This option allows you create adownload URL and send it via email to usersto launch the installation

manually from each computer.
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Generate installation URL

Group computers will be added to:

| North -
windgws
https://pcopé00rascaeaconsolecloudapp.net/PartnerConsole/cvld/Custome

rs/Administration/Install/Iinstall etAgentaspx?
CUST=R2sxMINqVzdURXdpMXBKLOMOaDdYdz09&0S=Windows&GROUP=N

orth
Linux -
https://pcopé00rascaeaconsolecloudapp.net/PartnerConscle/cvl4/Custome |

Copy the URL and launch it on the computers to be managed from Endpoint Protection.

D

Generate the URL and click the Send by email button.

Also, the installation process letsyouselect the group that the computer whose protectionyou are
installing will belong to. Selectthe relevant group from the drop-down menu displayed. By default,
the computer will belong to the DEFAULT group.

End users will automatically receive an email with the download link for their operating system.

Clicking the link will download the installer.

9.1.3 Centralized distribution tool
The distribution tool lets you install and uninstall the protection centrally on Windows computers,
avoiding manual intervention from end users throughout the process.

In the Installation window, click Download distribution tool.

Use distribution tool

Download distribution tool

In the download dialog box, select Save. Then, once it has downloaded, run the file from the
directory you saved it to. A wizard will guide you through the installation process.
Adaptive Defense also supports centralized installation using third-party tools such as Microsoft

Active Directory.

@ The procedure to use the centralized distributiontool and install the protection with third-party tools
isexplainedin Annex|: Centralized installationtools

9.1.4 Searching for unprotected computers

Adaptive Defense includes a computer search system that gives administrators a global vision of
the unprotected computers on the network.

This systemis based on configuring and running search tasks performed by a computer that must

meet a series of requirements:

- It must have the agent and the protectioninstalled, and be correctlyintegratedinto the
Adaptive Defense server.
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- Itcannot appear on the Excluded computers tab, inthe Computers window.
- It must have established a connectionto the Adaptive Defense serverinthe last 72 hours.

- It cannot be performing an uninstall task, that is, it cannot show any of the following
statusesregarding anuninstall task:

< On hold
= Starting
= Uninstalling

- It must have an Internet connection, eitherdirectly or through other computers (‘proxy'
feature).

To configure a search task, go to the Installation window and click the Search menu.

Adaptive [Tiegiust Advanced search [ _ {E} 8 clientPAD
Defense

U panda |

sTaTUS | coMpuTERS [INEAFVRNNISIN SETTINGS | REPORTS | OTHER SERVICES

> Installation > Search

Installation Find UnprOteCted COmputerS

m Lets you remotely locate unprotected computers on your network.

& New search
Uninstallation

1-3 of 3items [tems per page 20 v
I4 4 Pagalofl W
»l
Name a Status Discovered Date created Created by
Discovery_1 e 3 g;;fE,FzOlS 205 User_1
Discovery_2 <] o gﬁa" 2015205 yger 3
Discovery 3 O] [s] 9/28[2015 205 yo0p 5
PM
I4 First 4 Previous MNext & Last #l
1
@ More information about the search for computers 0 Key

This window displays a list of all previous searches. Click any of them to edit it. Additionally, click

New search to access a new window to configure searches.
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Defense
STATUS | CcOMPUTERS REAFANNI[eIYM SETTINGS | REPORTS | OTHER SERVICES
> Installation > Search > Edit
Instaliation Edit search
Search o There are no computers to parform the search.
Edit

Name:| Mew search for computers
L]

Uninstallation
: : Computer that will perform the search:

Scope: Find in the subnet of the computer that performs the search
Find in the following IP address ranges
Find in the following domains

Cancel

You'll need to enter the following information when configuring a search task:

- Task name (amaximum of50 characters).
- You cannot give two tasks the same name for the same customer.
- You cannot use the following characters:<,>, “, *, &

- Computer fromwhich tolaunch the searchtask. This computer must be selected fromthe
list of protected computers.

Search types
Finally, you must select the scope of the search. Choose from the following options:
¢ The subnet of the computer that performs the search (the default option).

This option uses the subnet mask of the TCP/IP configuration of the computer that performs the

search to limit its scope.

@ | Subnet-based searchesshow all the devices found on the network, not only Windows computers.

. One orseveral IP addressranges (IPv4).

Ifranges are entered that have IP addressesin common, the relevant computerswill be found only

once.

@ | Range-based searches show all the devices found on the network, notonly Windows com puters

e One orseveraldomains.

Enumeration of the computers that belong to an Adaptive Defense domain requires that the
Windows Computer Browser service be running on the computer that performs the search. On
each networksegment, a Master Browser is elected fromthe group of computerslocated on the

segment that are running the browser service.

There are two possible scenarios depending onwhether the network is a workgroup or a domain:

- Networkwith Primary Domain Controller (PDC/ BDC) or Active Directory (AD)installed
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The PDC or AD server takes on the Domain Master Browser role and obtains from each Master
Browser a full list of the computers found on each network segment. The administrator will see a

single list in the Adaptive Defense console with all the computers on the network.

- Networkwithout Primary Domain Controller(PDC/ BDC) or Active Directory (AD)installed
As there is no computer that acts as the Domain Master Browser, the Master Browser in each
network segment will only containthe list of computers that belong to that segment. The Adaptive

Defense computer performing the search will only obtain the list of computers inits segment.

f To obtain a complete result, itwill be necessary to configure individual searches fromthe Adaptive
Defense console for each network segment.

Search task statuses

- Onhold: The computer that performs the search downloads the searchcommand from
the server. The server becomes aware of the action and changes the task status.

- Starting:

e The computerthat performs the search calculatesthe priority of the newtaskin
relationto other tasks that might also be waiting to be run. The new task waits its
turnaccordingto the priority queue.

¢ The computerthat performsthe search checksto seeifit fulfills the requirements to
run the task.

e A messageissenttotheserverindicating that the task has started to run.
- Inprogress:

e The computerthat performs the searchstarts scanning the networkto find
unprotected computers.

Search task action sequence

The action sequence will vary depending on the search type:

- ByIP address (IP address and subnet ranges)
e The system pings each IP address using the ICMP protocol
e Itwaitsforaresponse tothe pings
e Ittriestoresolve the namesofthe IP addresses that respond
- Bydomain
e Alistismade of all the computers that belong to the domain
e The systemcheckstosee ifthe computers on the list have the agentinstalled
e A messageissenttothe agent

e The systemwaits for aresponse

Search task results

The computer that performs the searchwill send the server alist of all the unprotected computers
on the network, eventhoughthe list may not have changed fromthe one previously sent from the
same computer.

This list contains:

- Computerswithout an agent installed.

- Computersintegratedinto another Panda account: It is not possible to communicate with
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agentsinstalled on computers belonging to other Panda accounts, therefore noresponse
will bereceived and the systemwill interpret thatthe computers are unprotected.

The wait time for a response will be 3 sec x number of computers that respondedto the ICMP ping
+ 30 sec (safety margin).
Blacklisted computers are not considered unprotected and will NOT appear as the result of a

search task.

Details of unprotected computers

The following information is obtained about each unprotected computer found:

- IP address (always).

- Computer name, if the computer that performed the search couldresolveit.

9.2. Protection deployment overview

The installation process comprises a series of steps that will vary depending on the status of the
network at the time of deploying the protection and the number of computers to protect. To
deploythe protectionsuccessfullyitisnecessaryto planthe process carefully, bearing the following

aspects in mind:

1. Find out the number and characteristics of the unprotected devices onthe network

Use the optionto search for unprotected computers to find the unprotected Windows computers

on the network.

2. Find outifyou have sufficient licensesto deploythe protection

Compare the search results (don't forget to add all the devices with operating systems not
supported by the search tool: Android, Mac OS X and Linux) to the number of free licenses. Take

into account the peculiarities described in Chapter 6 Licenses.

3. Selecttheinstallation procedure

Depending on the total number of Windows computers, you might want to install the protection
withthe centralized distributiontool, a third-partytool, or generate a download URL and send it by

email for manual installation.

4. Check whetherthe computers have another antivirusinstalled

If you want toinstall Adaptive Defense on a computer that already has an antivirus solutionfrom a
vendor other than Panda Security, you can choose between installing the solution without
uninstalling the current protectionso that both products coexist onthe same computer, or uninstall

the other solution and work exclusively with Adaptive Defense.

The default behavior will vary depending on the Adaptive Defense version to install.
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This behavior can be changed both for trial and full versions. Go to Settings / (Click the profile to

edit) / Deployment on Windows / Advanced settings.

Adaptive nrfog'ruif Advanced search [& '{E}‘ 8 clientPAD
Defense

Y panda |

STATUS | COMPUTERS | INSTALLATION ESa3miiMcEl REPORTS | OTHER SERVICES

> Settings > Deployment on Windows

Edit "DEFAULT" profile

General Updates Advanced settings
L

Windows .
Installation

Advanced protection
Specify the path on which you want to install the program

%ProgramFiles%\Panda Security\WAC

Automatically uninstall other security solutions. Which solutions will be
automatically uninstalled?

5. Check iftherequirementsforthe target platform are met
The minimum requirements for each operating system are described later in this chapter.
6. Determine whether arestart will be necessaryto finish the installation process

Installing Adaptive Defense causes a micro-interruption (less than 4 seconds) in the connections
established by the programs running on the computer. All applications that do not incorporate
security mechanisms to detect connection interruptions will need arestart.

If a restart is not possible and there are applications that may not work properly after the micro-

interruption, it is advisable to install the Adaptive Defense agent outside office hours.
7. Determine whetherit willbe necessarytoinstallthe protection during non-working hours

Installing Adaptive Defense causes a micro-interruption (less than 4 seconds) in the connections
established by the programs running on the computer. All applications that do not incorporate
security mechanisms to detect connectioninterruptions willneed arestart. If arestartis not possible
and there are applications that may not work properly after the micro-interruption, it is advisable

toinstall the Adaptive Defense agent outside office hours.

9.3. Installing the protection on Windows computers

f To obtain a complete result, itwillbe necessary to configure individual searches fromthe
Adaptive Defense console for each network segment

You can install Adaptive Defense on Windows computers manually by downloading the installer
fromthe console or emailing the download URL to end users, or automatically using the centralized

distribution tool (as explained in Annex: Centralized installation tools).

9.3.1 Internetaccessrequirements
For Adaptive Defense to work correctly, the computerswhere the protectionagent isto be installed
must be able to access a number of URLs.
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If you have afirewall, a proxy server or other network restrictions, allow access to the URLs below

for Adaptive Defense to work correctly.

@ Duringthe installation process, the product automatically classifies the applications most frequenty

used by the user on the computer, without having to waitfor each application to be run. Thisaims
at speeding up the classification process and preventing applications from being blocked at
system startup ifit is not possible to connectto the Internet. For thisreason, itis very importantto
make sure thatall computers meetthe Internet access requirements before installing Adaptive
Defense.

Web administration console

- https://www.pandacloudsecurity.com/
- https://managedprotection.pandasecurity.com/

- https://pandasecurity.logtrust.com

Updates and upgrades

- http://acs.pandasoftware.com/member/installers/

- http://acs.pandasoftware.com/member/uninstallers/

- http://enterprise.updates.pandasoftware.com/pcop/pavsig/
- http://enterprise.updates.pandasoftware.com/pcop/files/

- http://enterprise.updates.pandasoftware.com/pcop/nano

- http://enterprise.updates.pandasoftware.com/pcop/sigfiles/sigs
- http://acs.pandasoftware.com/free/

- http://acs.pandasoftware.com/sigfiles

- http://acs.pandasoftware.com/pcop/uacat

- http://enterprise.updates.pandasoftware.com/pcop/uacat/
- http://enterprise.updates.pandasoftware.com/updates_ent/

- https://pcopsupport.pandasecurity.com

Communication with the server

- https://mp-agents-inst.pandasecurity.com

- http://mp-agents-inst.pandasecurity.com/Agents/Service.svc

- https://mp-agents-inst.pandasecurity.com/AgentsSecure/Service.svc
- http://mp-agents-sync.pandasecurity.com/Agents/Service.svc

- https://mp-agents-sync.pandasecurity.com/AgentsSecure/Service.svc
- http://mp-agents-async.pandasecurity.com/Agents/Service.svc

- https://agentscomp.pandasecurity.com/AgentsSecure/Service.svc

- https://pacl00pacprodpcop.table.core.windows.net

- https://storage.accesscontrol.pandasecurity.com

- https://prws.pandasecurity.com

- http://beaglecommunity.appspot.com (Panda Cloud Cleaner)

- waspproxy.googlemail.com (Panda Cloud Cleaner)

Communication with the Collective Intelligence servers
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- http://proinfo.pandasoftware.com
- http://proinfo.pandasoftware.com/connectiontest.nhtml

If the product cannot connect to the aforementioned URLs, it will tryto connect to
http://www.iana.org

https://euws.pandasecurity.com
- https://rpuws.pandasecurity.com
- https://rpkws.pandasecurity.com/kdws/sigs
- https://rpkws.pandasecurity.com/kdws/files
- https://cpg-kw.pandasecurity.com
- https://cpp-kw.pandasecurity.com
- https://cpg-fulg.pandasecurity.com
- https://cpp-fulg.pandasecurity.com
- https://cpg-fusm.pandasecurity.com
- https://cpp-fusm.pandasecurity.com
- https://cpg-fuo.pandasecurity.com
- https://cpp-fuo.pandasecurity.com

- https://ows.pandasecurity.com

Communications with Cloud Cleaner

- https://sm.pandasecurity.com/csm/profie/downloadAgent/

For correct communication among the Adaptive Defense communications agents, enable ports

TCP 18226 and UDP 21226 (company intranet).

In peripheral devices, such as advanced firewalls thatinspect and block communications based
on their contenttype itis recommended to add additional rules that allow free traffic to the URLs
mentioned

9.3.2 Hardware and software requirements

- Processor: Pentium 300 MHz or equivalent
- RAM: 256 MB

- Spaceforinstallation: 650 MB

- Workstations:

e Operatingsystems: Windows 10, Windows 8.1, Windows 8, Windows 7 (32-bitand 64-
bit), Windows Vista (32-bit and 64-bit), Windows XP (32-bit and 64-bit) SP2 and |ater.

e RAM: Forthe antivirus protection: 64 MB, for the firewall: 128 MB.
- Servers

e Operatingsystems: Windows Server2003 (32-bitand 64-bit) SP1 and later, Windows
Server2008 (32-bitand 64-bit)*, Windows Server2008 R2*, Windows Server2012 and
Windows Server 2012 R2.

e RAM: 256 MB.

Windows Server Core servers are notdirectly compatible with the product. However, installing the
graphics system will allow Adaptive Defense run smoothly.
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- Othersupported applications:
e VMWareESX3.x,4.X,5xYy 6.x
¢ VMWare W orkstation6.0,6.5,7.x, 8.x,9.x,10.x,11.x and 12.x
e Virtual PC6.x
e Microsoft Hyper-V Server2008 R2 and 2012 3.0
e CitrixXenDesktop 5.x, XenClient 4.x, XenServer and XenApp 5.x and 6.x

@ To deploy the protection with the distribution tool to computers with Windows Server 2008 R2, select
the option “Enable remote management of this server from other computers”. This option, which is

disabled by default, must be enabled and allowed by the firewall. To enable it, follow the

instructions specified in the following Microsoft article: http://support.microsoft.com/kb/976839.

9.4. Introduction to installation using image generation

In networks made up of very homogeneous or virtual computers, it is possible to automate the
process to install the operation system and the tools that accompany it.

This automation consists of creating a base image (also known as masterimage, goldenimage or
cloneimage), by installing ona virtual or physical computer an up-to-date operating system and
everysoftware that users may need, including security tools. Once ready, a copy of the computers
hard disk is extracted which is then copied to the others computers on the network, substantially
reducing deployment times,

If the network administrator uses this automated deployment procedure and Adaptive Defense is
part of the base image, it will be necessaryto take some additional steps for the procedure to be
successful.

Installing the Adaptive Defense local protection on a computer entails automatically assigning a
unique ID toit. This ID will be used by Panda Security to show and refer to the computer in the
management console. If, later, a golden image is generated with the Adaptive Defense local
protection already installed on it, and the image is then cloned to other computers, every
computer that receives the image will inherit the same Adaptive Defense ID and, consequently,
the console will only display a computer.

To avoid this, a program is required that deletes the generated ID. This program, called
reintegra.zip, can be downloaded from Panda Security's support website.

http://www.pandasecurity.com/uk/support/card?id=500201

Refer to the website for specific instructions on how to install the Adaptive Defense agent on a

golden or master image.

9.5. Uninstalling the protection

Adaptive Defense provides three tools to uninstall the protection.

- Local uninstall
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- Uninstall using the centralized distribution tool

- Uninstall fromthe administration console

9.5.1 Local uninstall

Adaptive Defense can be uninstalled manually from the Windows Control Panel, provided the
administrator has not set an uninstall password when configuring the security profile for the
computer in question. If they have, you will need authorization or the necessary credentials to

uninstall the protection.

® | Refer to chapter Windows protection profiles for more information about the administrator password

On Windows 8 and later:
- Control Panel > Programs > Uninstall a program.

- Alternatively, type 'uninstall a program' at the Windows Start Screen.

On Windows Vista, Windows 7, Windows Server 2003, 2008 and 2012:
- Control Panel > Programs and Features > Uninstall or change a program.
On Windows XP:

- Control Panel> Add orremove programs.

9.5.2 Uninstalling the protection using the centralized distribution tool
In the Web console, main window, click Installation. Then, click Uninstallation in the menu on the
left. Select Remote uninstallation. You will be takento the Centralized uninstallation window, where

you will be able to download the centralized distribution tool.

aan OJ ﬂndd | Adcpt\'ve E’rog'ruar Advanced search [E {3} 8pm ad360
=k 4 Defense 360
STATUS | COMPUTERS NERPANNNIlIN SETTINGS | QUARANTINE | REPORTS | OTHER SERVICES
> Installation > Uninstallation
etalotion Protection uninstallation
Search

/l\ Centralized uninstallation (distribution tool)
™

Use this option if you are on the network and you want to uninstall the
protection from several computers using a single computer.

i 2 Remote uninstallation
L

Use this option if you are not physically on the network and you want to

uninstall the protection from several computers.

@ | Refer to Annex Centralized installationtools for more information

9.5.3 Uninstalling the protection from the administration console

The first step is to create and configure an uninstall task. To do that, the administrator must select

the group and the computers in the group that will be affected by the task. After the process is
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complete, they will be able to check the results of the uninstall task on each computer.

Creating a remote uninstall task

1. Inthe main console window, click Installation and then Uninstallation inthe menu on the
left.
2. Select Remote uninstallation. This will take you to the Remote uninstallation window.

.J Pandc ‘ Adaptive [Tegust Advanced search B {E} 8 pm ad3s0

Defense 360

)MPUTERS [INIPIRNNIGIYE SETTINGS | QUARANTINE | REPORTS | OTHER SERVICES

> Installgtion > Uninstallation

Protection uninstallation

Installation

Search

Uninstallation

/|\ Centralized uninstallation (distribution tool)

Use this option if you are on the network and you want to uninstall the
protection from several computers using a single computer.

;’ Remote uninstallation

() Use this option if you are not physically on the network and you want to

uninstall the protection from several computers.

To configure uninstalltasks, the user that accesses the administration console must have total
control or administrator permissions. For more information, refer tochapter Users.

3. To configure a new, uninstall task, click New uninstallation. Then, in the Edit uninstallation
window, name the task and select the group that contains the computers whose
protectionwill be uninstalled. The groups displayed will be those on which you have
permissions.

4. If theselected group has a configuration profile for which an uninstall password has been
set, enteritinthe Password field.

5. Selectthe computers fromthe computerlistdisplayed onthe Available computerstab,
and click Add. Afteryou select them, they will appear on the Selected computers tab.
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EEE 'J Pﬂl'ldﬂ ‘ Adaptive [Tegiust Advanced search (B {3} 8 pm ad360

Defense 360

COMPUTERS [INEIFYRWNITeINE SETTINGS | QUARANTINE | REPORTS | OTHER SER

> Instaliation > Uninstallation > Remote > Edit

Edit uninstallation

Installation
Search Name: Mew remote uninstallation
—
Uninstallation Group to uninstall from'| DEFAULT -
—

Centralized Delete quarantined items
_ Restart the computers on finishing uninstallation

Select computers from which to uninstall the protection:

Selected computers | Available computers |
—

Find computer: Options ~
|44 pPagelof1m Pkl 1-10 of 10 items Items per page 20 v
Computera Status

Machine 18112101-1
Machine 18112101-10
Machine 18112101-2
Machine 18112101-3
Machine 18112101-4

QVQAQQ

Machine 18112101-5

Viewing remote uninstall tasks and their results
Uninstall tasks are listed in the Remote uninstallation window, from where you can also remove them
by using the Delete button.

Information is organized into the following columns:

- Name: Shows the name givento the uninstall task when created.

- Status: The statusiconsindicate the status of the uninstall task.

- Uninstalled protections: Indicates the number of protections uninstalled.

- Date created: Date the uninstall task was created. Created by: User that created the task.
You will be able to create, view, or remov e uninstall tasks depending on your permissions.

To see the results of any of the uninstall tasks, click onitsname and you will go to the Resultswindow.

Remote uninstall results

Click the name of an uninstall task in the Remote uninstallation window to see its results.

In additionto the name and the start and end date of the task, this window also shows information
about the affected computers and their status.

If the status of the uninstall taskis On hold, the start date willdisplay a hyphen (-). The same applies
to the end date if the task has not finished.

If you want to see the uninstall task settings, use the View settings link.

Incompatibility between searches for unprotected computers and remote uninstall tasks
If a computer isinvolved in an uninstall task (On hold, Starting, or In progress), it is not possible to
create another uninstall task for it, or select it as the computer from which to launch searches for
unprotected computers.
Likewise, if acomputerisrunning a taskfor discov ering unprotected computers, it is not possible to
create an uninstall task for it.
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10.1. Introduction

Adaptive Defense is a cloud-based managed service thatdoesn't require administrators to update

serversorthe back-endinfrastructure thatsupports the protectionservice. However, it is necessary
to update the agents installed on the customer's computers.

The components installed on users' computers are the following:

- Protectionengine

- Signaturefile

Updates can be configured through the console and deployment is remote. The update

procedure and options will vary depending on the platform to update:

10.2. Updating the protection on Windows systems

The update settings are part of the configuration profile assigned to a computer. Therefore, to
access the configuration settings, go to the Settings window and select the profile to edit. Once

you have selectedit, click Deploymenton Windows inthe menu on the left, and clickthe Updates
tab.

STATUS | COMPUTERS | INSTALLATION QE3milNMcEl REPORTS | OTHER SERVICES

as > Deployment on Windows

Edit "DEFAULT" profile

General Updates Advanced settings
Deployment on —
Windows ¥ Enable autoematic updates of the protection engine.

Advanced protection Search for new updates every: 12 hours v

Perform updates only during the following times:

From: | 00:00:00 (HH:mmss) To: 235959

(HH:mmiss)
Perform updates only on the following dates:

Days of the week v
Monday Thursday Sunday
Tuesday Friday
Wednesday Saturday

Automatically restart computers if necessary to complete updates

Only workstations v

« Enable automatic knowledge updates.
Check for new updates every: 4 hours A

¥ Run a background scan every time there is o knowledge update

o Yoo

10.2.1 Updating the protection
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- First,selectthe optionto enable updates.

- Usethe drop-down menu toselect the frequencyto searchfor updates.

@nable automatic updates of the protection engine.

Search for new updates every: 12 hours ¥

) 8 hours
[l Perform updates only durin t s
1day I
From: Q00000 (HHmrfs 2 days =
3 days
4 days
1 week
] Perform updates only on thy fomowirg oore:

Q (HH:mm:ss)

o

- Youcan alsoselect adate and time for the automatic updatesto take place. You can
select:

¢ The days of the weekfor the update to take place.

[#| Perform updates only on the following dates:

Days of the week A
] Monday ) Thursday ] Sunday
] Tuesday [l Friday

] Wednesday ] saturday

e The days of every month on which the update must take place.

|# Perform updates only on the following dates:

| Days of the month v

First day: 1 v Last day: 31 v

e Adaterange for the update to take place.

[+ Perform updates only on the following dates:

On the following days A

From: R To

4 September, 2015 4

[J Automat] Su Me Tu We Th Fr Sa ‘cessary to complete updates.

3031 1 2 3 4 5
Onl r

6 7 8 % 10 11 12

13 14 15 16 17 18 19

¥/ Enable autor
20 21 22 23 24 25 26

Checkfornel 57 55 25 39 1 2 3 F v

|+ Runaba 4 5 & 7 @ a0 pgraisaknowledge update.
Today: September 2, 2015

¢ Indicate which computer families must be automaticallyrestarted after anupdate.

option is not selected, and the computer is notmanually restarted after 15 days, the agent will start

® An update will not be finished until the relevant computer has restarted. If the automatic restart
showing messagesto the user torestartthe computer.

- Additionally,you can set the time interval at whichto performthe update.
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Perform updates only during the following times:

From: | O0:00:00 (HH:mm:ss) To: | 235959 (HH:mmmss)

10.2.2 Updating the signature file

- Selectthe optionto enable the automatic updates feature.

- Usethe drop-down menu toselect the frequencyto searchfor updates.

OEnclbIe automatic knowledge updates.

Check for new updates every: 4 hours v

| 15 minutes
30 minutes
1 hour

2 hours

4 hours

8 hours

12 hours

1 day

2 days

¥ Run a background scan ever inowledge update.

10.2.3 Peer-to-Peer or rumor functionality

The Peer-to-Peer (or rumor') functionality reduces Internet bandwidth usage, as those computers
that hav e already updated afile fromthe Internet thenshare the update with the other connected
computers. This prevents saturating Internet connections.

The P2P feature is very useful for deploying Adaptive Defense and downloading the installation
program. When one of the computers has downloaded the Adaptive Defense installation program
from the Internet, the others are informed by their communications agents.

Then, instead of accessing the Internet, they get the installation program directly from the
computer that downloaded it and install the protection.

This functionality is also very useful when updating the protection engine and the signature files,
and is implemented in the two local processes that need to download files from the Internet:
WalUpd and WalUpg.

This functionality is enabled in the configuration fileswalupd. ini andwalupg. ini, located in
the Instal lDir folder in the Adaptive Defense installation directory:

WALUPD. ini

[GENERAL]

UPDATE_FROM_LOCAL_NETWORK=1

WALUPG. ini

[GENERAL]

UPGRADE_FROM_LOCAL_NETWORK=1

The P2P functionality works independently in each of these local processes. It may be enabled in

one of them but not in the other.

e The P2P functionality works as follows:

Assoon as a computer has updatedits signature files or any protection (or the agent itself), it sends

70



J panda

a broadcast message withthe information about the files thatit has to the other computersonthe
network.

Asfor the informationforthe WALUpg process, if arestartis necessary afterinstalling/upgrading the
protection, and the user chooses to restart later, the information transmitted via the P2P
functionality will be sent immediately instead of waiting for the restart.

This process is illustrated in the following diagram:

Instaliation is
carried out

Doesthe user
agree to restart
immediately?

The system checks
1o see if there are

e

Forced send of P2P
data =

The computers save the information they receive, and use it when required.

Ifa computer needs afile, it will first check whether another computeronthe network has it before
downloadingit fromthe Internet. If so, it will request the file from the other computer. The file wil be
received asynchronously and there is a maximum time that must elapse before retrying.

Once the computer that requested a file receives it, it will continue with the update or upgrade

process.
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11. Groups

Computertree

Group types

Creating a manual group

Creating an automatic group arranged by IP
address

Creating an automatic group based on Active
Directory

Adding a computerto a group

Creating and deleting a group

Group restrictions
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11.1. Introduction

Adaptive Defense allows you to organize computers into groups with common protection and
security characteristics.

This way, in networks with more than 10 PC:s it is usual to create groups withthose computers that
hav e similar security requirements, for example all the PCs in the same department, computers
managed by users within the same category or with the same IT knowledge, etc.

Groups are created and managed through the Computers window, or through the Settings

window by means of the three icons located under the tree group.

’ Adaptive
J pundq ‘ Defense 360  [[iegiust Advanced

STATUS | COMPUTERS | INSTALLATION [EiamyiNel

> Computers

Protected

> Settings

Configuration profile assigned to each computer group:

o Computer groups
My organization

v @ ¥ (& All
» [ DEFAULT » OO DEFAULT
p £J PersonalSalva » 1 PersenalSalva
» (3 raulP » (] raulP
> 0 WinFulp B 3 WinFullp
o7 4+ 07

11.1.1 Assighing computers to groups
In Adaptive Defense, a computer canonly belongto one group at a time. Computers are assigned
to groups in different ways:
- Wheninstalling the agent on a computer, as indicatedin Chapter 9 Installing the
protection

- By manually moving a computer to a group inthe administration console. Referto section
Manually moving computers to a group in this chapter.

- Automatically, whena computer added to an automatic-type groupis movedtothe
relevant subgroup. Referto sections Creating automatic groups arranged by IP address
and Creating automatic groups based on Active Directory inthis chapter to configure rules
that allow computersto be automatically assigned to groups.

11.2. Computer tree

The computertreeisaresource accessible from the Computers and Settings windows, and which

allows you to see at a glance the group and subgroup hierarchy of the organization.
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My organization

v & Al
[CJ DEFAULT
(1 PersonalSalva
¥ 1 raulP
P [aE) DA

» O WinFullp

The parent node is at the top of the tree so that every group and subgroup created by the
administrator hangsfromit. Adaptive Defense is delivered with a predetermined DEFAULT group.

This group contains all of the devices with an agent installed.

0]

The parent node is called All and is represented by the icon.

@ ‘ The parentnode cannot be edited or deleted. Nor is it possible to assign a protection profile to it

Every node in the group tree displays an arrow next to it that allows you to expand it should it

contain subgroups.

11.3. Group types

Manual groups
3

These are static groups: The computers they contain will always belong to the same group unless

They are identified in the console with the icon.
they are manually moved by the administrator using the Mov e option. Refer to section Moving

computers manually.

Automatic groups arranged by IP address

1P

They are identified in the console with the (il icon.

This type of group comprises subgroups, and each subgroup contains rules configured by the
administrator describing the IP addressranges of the computers that belong to it. When a computer
ismovedto anautomatic group arranged by IP address, Adaptive Defense checks the computers
IP address and mov es the computer automatically to the subgroup whose rulesfitinrelation tothat

particular computer.

Automatic groups based on Active Directory

They are identified in the console with the icon.

This group type is designed to replicate the organization's Active Directory structure. When a
computeris movedto agroup based onActive Directory, Adaptive Defense automatically creates
in the console the subgroup structure required to move the computer to the group it occupiesin

Active Directory.
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11.4. Creating a manual group

- Clickthe Settings tab.

- To create a subgroup, first select the parent groupinthe group tree.

- If you want to create a first-level group, selectthe All parent group.
- Then, clickthe I icon. A window will openwiththe parametersto configure.

MName: | New group

Select the profile to assign to the group:

DEFAULT (7

full @+ @ ﬁ"l”
PersonalSalva @

RoulP % 9 & B 9
Group type: Manual r

- Enterthe name of the group and select the protection profile to assigntoit. For more
information about protection profiles, referto chapter 12 Protection profiles.

@ | Remember thatyou cannothave two groups with the same name atthe same level

- Selectthe Group type: Manual.

Click Add. The new group will be added to the group tree.

11.5. Creating an automatic group arranged by IP address

The group creation process is the same as for manual groups, the only difference being that you
must select Automatic (arranged by IP address) in Group type.

Once you have created a group you will be taken to the edit window. This window lets you

configure the automatic rules to apply to the group.

Edit automatic group arranged by IP address X
+ 2]
New group All IP addresses DEFAULT
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Click the I icon to display the rule creation window.

Edit automatic group arranged by IP address X

Name:| New group

N
Select the profile to assign to the group:
DEFAULT v

There, you will have to specify:

- Therule name
- The protection profile to assignto the rule

- The IP addressrange(s) that the rule will referto

Once you finish configuring these options, click OK to finish creating the rule.
Everyrule you create willautomatically generate asubgroup in the automatic group that you have
createdinthe previous step. Every computer added to an automatic group arranged by IP address

will be automatically moved to the appropriate subgroup based on its IP address.

11.5.1 Importing rules from a .CSV file

You can configure the rules for an automatic group manually, orimport them froma .CSV file. Click

Importand then Selectto find the .CSV file on your hard disk.

Format of the .CSV file to import
The .CSV file must hav e the following characteristics:
Each line must containone to three data strings separated with tabs, and in the following order:
- Group path (fromthe source of the data to import, excluding the All group). For example:
\Hall of Justice\Rooml
- IPrange. Two options are possible: IP-IP or IP-mask (this fieldis optional)

- Profile. (Thisfieldis optional)

If a profile instead of an IP addressrange is specified, use a double tab to separate the two visible
fields (group path and profile):
\Hall of Justice JusticeP

Other examples:

\Hospital\Emergency Room\Ambulancel 10.10.10.10-10.10.10.19
\Hospital\Emergency Room

\Hospital\Emergency Room\Ambulance?2 10.10.10.20-
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10.10.10.29 AmbulanceP
\Hospital\Areilza Clinic 10.10.20.10/22 ClinicProfile
\Hall of Justice\Court of Appeals 10.10.50.10/12 Justice?2

If, when importing groups from a .CSV file, the information in one of the lines is incorrect, an error
will be displayed indicating the line and string whose format isinvalid.f thereisan errorin at least

one of the lines, none of the groups in the .CSV file will be imported.

Once you have successfullyimported groups froma.CSV file into an automatic group, itwon'tbe
possible to repeat the same operation for the same group.

11.5.2 How automatic groups arranged by IP address work

Computers are added to an automatic group arranged by IP address and automatically moved
to the appropriate subgroup at the time of installing the agent onthe computer. If thenyou decide
to manually move the computer to another group, it will stay there, regardless of its IP address.
These groups take into account all of the computer's IP addresses (computers with network aliases
or multiple physical network interfaces), and select the first match they find.

Groups are searched first by level and then by the order of creation. Groups are navigated in
descending order. If no subgroupis found that fits a specific computer, the computer willbe moved

to the parent group.

11.6. Creating an automatic group based on Active Directory

The group creation process is the same as for manual groups, the only difference being that you

must select Automatic (based on Active Directory) in Group type.

11.6.1 Automatic replication of the Active Directory structure
The process of generating and updating subgroups in an automatic group based on Active
Directorytakes place automatically for every computer that is assigned to that type of group. The

action sequence is the following:

- The administrator moves a computer to anautomatic group based on Activ e Directory
manually, or assignsit to it when installing the protection.

- The Adaptive Defense agent retrievesinformationfromthe Active Directory structure that
the computer belongsto: Organizational unit, PC name, etc.

- Thisinformationissent to the Adaptive Defense server. On the server, the solution checks to
see if the subgroup that corresponds to the organizational unit existsinthe console:

¢ [Ifitdoesn't,it createsitautomatically and movesthe computerto the newly
createdsubgroup. The Default protection profile is assigned to the computer.

e Ititdoes,the computerismovedtoit.
The subgroup tree that hangs from an automatic group based on Active Directory is automatically
updated whenever a computer that belongs to it is moved to another Active Directory
organizational unit. Adaptive Defense will create the new subgroup if required and will move the
computer to it.

No specific configuration is required in Active Directory, in the Adaptive Defense agents installed,
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or in the administration console. Each agent retrieves the necessary information from the Active
Directory structure that the computer belongs to, and sends it automaticallyto the Adaptive

Defense server, which updates the tree displayed in the console.

® Changes are sentfrom the Adaptive Defense agentto the server accordingto the configuration
established in the Server connectionsettings section of the protection profile assigned to the
computer. Refer to Chapter 13 for more information.

11.6.2 Manual replication of the Active Directory structure

It may be necessaryto manually import the Active Directory structure in the following scenarios:

- Not all computers onthe network have an Adaptive Defense agent installed capable of
reporting the organizational unit that they belong to. Despite this, the administrator needs
to have the entire Active Directory structure replicated inthe administration console.

- The administrator wants to hav e the entire group and subgroup structure fromthe start
without having to startdeploying the Adaptive Defense agents.

After you create a group you are taken to the edit window.

Edit automatic group based on Active Directory X
RO
—
New group DEFAULT

Click Importto load a previously exported Active Directory structure in CSV format.

The file to import must have the following format:

- It must be a file witha.CSV extension

- Everylinein the file must include the group and, optionally, the profile associated withthe
group. Bothvalues must be tab-separated, forexample: “Group Path” tab “Profile Name
[Optional]

Example of a .CSV file:
activedirectory.org ProfileName

activedirectory.org\Domain Controllers ProfileName
activedirectory.org\Computers ProfileName
activedirectory.org\OrganizationalUnitl ProfileName
activedirectory.org\OrganizationalUnitl\Departmentl ProfileName

activedirectory.org\OrganizationalUnitl\Department2 ProfileName

When importing the file, a link is displayed with information about how to create a .CSV file for

import purposes.
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Import X

Select a C5V file:
Select...

How to create import CSV fileg

11.6.3 Viewing a computer's Active Directory path information
In the Computers window, select the computer whose information you want so view. You will be

taken to the Details window. Check the Active Directory path field.

Computer details

Name:
IP address:

Domain:

Active Directory Eoth:

Group:

Installation date:
Protection version:
Agent version:
Knowledge update:
Last connection:
Operating system:

Mail server:

Comment:

11.7. Adding a computer to a group

11.7.1 Manual integration
You can manually mov e acomputer or computer group to any other group, regardless of whether

this is a manual or automatic group (arranged by IP address or based on Active Directory).

- Go to the Computers window. On the Protected tab, select the computer or computers
that you want to assignto a group.

- Click Move.
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Adaptive [Miestst Advanced search &

Defense

# U panda |

STATUS [RelelVEVIEE INSTALLATION | SETTINGS | REPORTS | OTHER SERVICES

> Computers

Protected Unprotacted (30) Without a license (4) Excluded (8)
——
Add computer ~

Find computer:

%) Restart _Move_ | Delete

My organization Advanced Export ~

v @ Computer status: All M
[0 DEFAULT
» 0J CONT_1 ¥ Show computers in subgroups
p» [0 CONT_2

Computer a Protection update Knowledge update Protection Last connection Remote access

COMP_0000_LEGE

COMP_0001_LEGE

COMP_0002_LEGE&

COMP_0004 LEG@

COMP_0005_LEGE

@/28/2015 2:05:04 PM
9/28/2015 2:05:05 PM
@/28/2015 2:05:05 PM
9/28/2015 2:00:31 PM
@/28/2015 2:00:31 PM

000

#QAQQQ
FEQaEa
QAYAAD

COMP_0006_|LEGE . 9/28/2015 2:00:31 PM

- Inthe Move computers window, select the group/subgroup to move the
computer/computersto.

- Click Move.

Group to which computers will be moved:

v & Al
p [ DEFAULT

> CofPersonatSava

» 3 roulP
p O WinFullp

You can't assign computersto a group if you only have monitoring permissions. Refer to Chapter 8
for more information about user permissions.

If you tryto move one or severalcomputersto agroup that has reached the maximum number of
allowed installations, a message will be displayed informing you that the operation cannot be

performed. Refer to the Group restrictions section later in this chapter for more information.

11.7.2 Adding a computer to a group during installation

When installing the protection on a computer by downloading the installer, you must select the
group that the computer will be added to once the installation is complete.

If the computer is added to an automatic group arranged by IP address, Adaptive Defense wil
mov e the computer to the appropriate subgroup. If the computer does not fit into any defined

subgroup, it will be moved to the parent group.
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11.8. Creating and deleting a group

You can create, delete and edit a group from the Computers and Settings windows.

Groups are usually edited to change their name or the profile assigned to the group and/or the
groups that hang fromit.

Editing a manual group

To edit a manual group, select it from the tree and click the 4 icon.

Computer groups

¥ (& Al
3 DEFAULT
» (iB] New group
» 1 PersenalSalva
» O raulP
» (1 WinFullp

+tr

Then, you will be able to edit the group's name and assign a protection profile toitfrom the profile

list displayed.

Edit group X

Narme:| New group |
L]

Select the profile to assign to the group:

Default
Design

Workers

g8 €

Assign the profile to the selected group and all of its subgroups

Group type: | Manual v

If the group contains subgroups, you can apply the selected profieto allof them.To do that, select

the Assign the profile to the selected group and all of its subgroups checkbox and click OK.

Editing an automatic group arranged by IP address

Two scenarios are possible: Editing the parent group, and editing subgroups with associated IP
addresses.

The first case isidentical to editing a manual group. To edit subgroups, click the Edit group button
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in the group edition window.

Edit group X

Name: [ IT |

Select the profile to assign to the group:

Default

Design

Y8 €

Workers

] Assign the profile to the selected group and all of its subgroups

Group type: | Automatic (based on Active Directory) ¥ JESsHe[{sI: 38 I
«»

The window that opens will display the IP address rules and the subgroups associated with the

automatic group.

Editing an automatic group based on Active Directory

Two scenarios are possible: Editing the parent group, and editing subgroups with the company's
Active Directory structure.

The first case isidentical to editing a manual group. To edit subgroups, click the Edit group button

in the group edition window.

It is not possible to change the name ofthe subgroups included in an automaticgroup based on
@ Active Directory, as any change would break the correspondencebetween the structure
generated in the Adaptive Defense console and the company's Active Directory structure. Any
change made would be undone in the administration console, re-creating the subgroup whose
name was changed and moving computerstoit.

Deleting a group

o

To delete a group, select it from the group tree and click thc icon.
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Computer groups

¥ (@& Al
3 DEFAULT
» (i8] New group
» (] PersonalSalva
» (] raulP
» O3 WinFullp

+A -

Remember that you cannot delete groups that contain othergroups or subgroups. For that reason,
before deleting a group you must move every computer it may contain to another

group/subgroup. Whenthisis complete, youwill be able to delete the relevant group/subgroup.

11.9. Group restrictions

Group restrictions are used to limitthe number of computersthat can belong to a group. This option
is particularly useful for partners who want to assign a certain group to a specific customer.
Administratorscanset the totalnumber of computers that can belong to agroup at the same time

and for how long.

® Partners are advised to use our free productfor partners Panda Partner Center to manage the entire
customer life cycle. Contact your sales advisorif you wantto have accessto that service.

To enable group restrictions, go to the Preferences menu and selectthe Assignrestrictionsto groups
checkbox in the Group restrictions section.

Once enabled, two new settings will appear in the group creation window:

Name: | IT |

Select the profile to assign to the group:

Default

Design

v s S

Workers

Assign the profile to the selected group and all of its subgroups

Set restrictions to the group:

elect expiry date:
elect the maximum number of installations permitted:
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- Selectexpiry date: Lets you set for how long a computer can belongto a group. After that
date, the computer's status willchange to without a license.

- Selectthe maximum number of installations permitted: Lets you set the maximum number
of computers that canbelongto the group.

e Ifyoutrytomove acomputertoa group that has reached the maximum number
of installations allowed, an error message will be displayedin the administration
console.

e Ifyoutrytoinstallacomputer's protectionand add it to a group that has reached
the maximum number of installations allowed, an error message will be displayedin
the computer'slocal console.
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12.Configuration
profiles

Network protection overview and planning
Creating and managing protection profiles
Protection profile general settings
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12.1. Introduction

This chapter provides anintroduction to the configuration of security profiles.

The security profile is the main tool used in Adaptive Defense to deploy the security policy defined
by the administrator to the network computers with an agent installed.

A security profile contains the specific configuration of the protection modules, appliedto one or

several device groups.

12.2. Network protection overview and planning

To effectively deploythe security configuration, it isrecommended that the administrator followsa
series of general steps that will facilitate implementation of the security policy defined in the

company, while at the same time minimizing the number and sev erity of security incidents.

1. Studyand define the company's security policy

The first step the team responsible for ensuring corporate security has to take is create a series of
documents that define the security framework required by the company.

This security framework must be compatible with users' needs with regard to network access and
the tools required to do their daily tasks without problems.

The objectiveisto describe asafe and productive environment for the network computers, and for
the integrity of the data handled by the company, protecting corporate assetsfrom unauthorized
access and preventing data leaks that may damage the company's reputation and lead to
financial losses.

To be able to generate this documentation, the team responsible for ensuring corporate security
must have a deep understanding of the security and suspicious behavior detection mechanisms
to be implemented in the company in order to ensure a trusted, productive environment.

The features provided by Adaptive Defense are:

- Advanced permanent protection (Audit, Hardening, Lock)
- Datatheft detection

- Protection of vulnerable systems

2. Createalist ofallthe corporate devicesto protect

The purpose of this point is to determine the corporate devices that will receive a security
configuration from Adaptive Defense. To do that, it will be necessary to know each devices
operating system,itsrole withinthe network (server, workstation, mobile device), and the profile of

the user who will use it along with their department.
3. Make sure that everydevice onthe list has an Adaptive Defense agent installed

Forcomputersto be integratedinto the Adaptive Defense console and protected, they must have
an agentinstalled and avalidlicense assigned. Refer to Chapter 9 for information about installation

procedures. Refer to Chapter 6 for information about how to check the status of your Adaptive
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Defense licenses.

4. Group computers based on their commonsecurityrequirements

Developing aclear device grouping strategyis key to managing corporate security. Given that the
security configurations willbe applied to one or several computer groups it willbe necessary to find
those computers that have the same security requirements.

To be able to segment the networkinto different groups you must first establish the grouping criteria
to be used. Take into account the computer and user data obtainedin the second point,thatis,

the profile of the user who will use the device, the device's operating system, etc.

5. Createsecurity profiles

A security profile is aconfiguration template assigned to one or sev eral device groups, and which
defines the protection behavior.
The featuresthat can be configured in a security profile include the scan type, the itemsto scan,
access restrictions to the devices connected to the computer, how often the protection will be
updated, and other parameters.
The administratorwill hav e to create as many security profiles as security scenarios are required for

the different computer groups.

6. Assignsecurity profilesto groups

There are several options when assigning profiles to groups: one single profile applied to several
groups, each group with a different profile, or just one profile and one group inthe case of very
small or homogeneous networks.

Once you have applied a security profile to a group, everydevice inthe group will be protected

according to the protection behavior described in the security profile assigned to it.

12.3. Creating and managing protection profiles

To manage protection profiles, go to the Settings window.

Adaptive [Fiogvust Advanced search (2 -L_ {3} 8 clientPAD
Defense

i (J ponda|

STATUS | COMPUTERS | INSTALLATION [SamilNetll REPORTS | OTHER SERVICES
—

> Settings

Configuration profile assigned to each computer group:

Computer groups Assigned Profiles I
profile
DEFAULT [
¥ & Al
GR_POL_1 [
[J DEFAULT DEFAULT
[
» CICONT_1 GR_POL_1
» CICONT_2 GR_POL_2 &
@‘r’
@‘r’
+ 07
%’7‘
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12.3.1 Creating a protection profile

The new profiles you create will appear in the Settings window, next to the Default profile, with
information about the protections they include.

You can edit a profile's settings at any time by clicking on its name and going to the Edit profile
window.

You cannot assign the same name to two profiles. An error message would appear.

® If you cannotview an existing profile, you probably don'thave the necessary permissions to do so.
Refer to Chapter 8 Users for more information.

To create a profile, click the + iconin the Settings window . You will be taken to the Edit profile

window. From there you will be able to configure the new profile.

Adaptive [[egtvst Advanced search & . {3} 8 clientPAD
Defense

Y panda |

STATUS | COMPUTERS | INSTALLATION EESamfiNet@l REPORTS | OTHER SERVICES

> Settings

Configuration profile assigned to each computer group:

Assigned Profiles @
Computer groups 5
profile
DEFAULT [
¥ (& Al
GR_POL_1 7
3 DEFAULT DEFAULT - v
GR_POL_1_1
» CICONT 1 GR_POL 1 AR_POL 1 L
» CICONT_2 GR_POL_2 GRPOL111 [
GR_POL 11 2 [
GR_POL_1 2 B
+ 07
GR_POL_1 2 1 [

The process to configure a protection profile is explained later in this chapter.

12.3.2 Copying protection profiles

Adaptive Defense gives you the option to make copies of existing profiles. This is useful when you
think that the basic settings of a profile that youhave created could be used for other computers
as well.

This way, instead of having to create the basic settingseverytime, you can copy an existing profie
and then adapt it to the specific circumstances as required.

In the Settings window, place the mouse pointer overthe iconsrepresenting the active protections

in the profile you want to copy, and click the 23 icon.

88



J panda

Profiles -+

DEFAULT g

full T &

PersonalSalva 0

Raulp AU T
0 Key

Once you have made a copy of an existing profile, this will appear under the original profie with

the same name and the text (copy) at the end.

Profiles =+

DEFAULT L7

full [ 7| &

PersonalSalva &

PersonalSalva (Copy) 7]

Roulp vY  Gm
O Key

You can also make a copy of the DEFAULT profile, however, the copy will not have the status of
default profile and will not be assighed automatically to any computer. The original DEFAULT profile

will be the only predetermined one.

Profile copying is subject to the permissions that you have.

12.3.3 Deleting a protection profile

Click the 0 icon to delete the selected profile.

Profiles -+

DEFAULT )

full 77 L

PersonalSalva Eﬂ@

RaulP L7 7 Ll R
@ Key

You can only delete a protection profile if the following conditions are met:

- The protection profile is not the DEFAULT one.
- You havethe necessary permissionsto do so.
- The profileis not assignedto any group of computers.
If any of the aforementioned conditions are not met, it willnot be possible to delete the protection

profile and an error message will be displayed in the administration console.
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12.4. Protection profile general settings

Once you have created a profile you can configure it by clicking onit. Awindow will be displayed

with a two-level side menu with the features to configure.

Adaptive [Tiegiust Advanced search B B {3} 8 clientPAD
Defense

\J panda|

US | COMPUTERS | INSTALLATION REamiiNicill REPORTS | OTHER
> Settings > General

Edit "DEFAULT" profile

Deployment on
Windows

Advanced protection Profile name: | perauLT

Description:

DEFAULT GROUP POLICY INFO

Protection language: English v

Restore default settings “

The general settings are divided into three tabs:

Information tab
Clickthistab to enter the name of the profile that you are creating, add a descriptiontoidentifyit,

and select the language of the protection.

Proxy server tab
Configure the network computers'Internet connection. Specify the way the computers connectto

the Internet, if they use a proxy server, and if proxy authentication is required.

In the case of roaming com puters with a proxy server configured in their protection profile, or in the
® eventthat the proxy server becomes temporarily unavailable, the agentwill try to connectto the
Internetthrough other available means.

Select the option Request Internet access details if no connection is found. This way, if the agent

cannot access the Internet, awindow will be displayed for the user to enter the connectiondata.

Apply to tab

Click this tab to assign the profile to a group or groups of computers.

90



J panda

Guide for network administrators

13. Windows
protection
profiles

General settings
Configuring the advanced protection

91



panda

13.1. Introduction

To configure the security profile for a Windows computer, go to the Settings window. Select the
profile to configure from the Profiles panel, and thenselect Deploymenton Windows or Advanced
protection from the side menu.

Every protection module applicable to Windows computers has its own section in the side menu.

Adaptive [Fiesrv Advanced search (& 0D {E} 8 clientPAD
Defense

i QU panda |

STATUS | COMPUTERS | INSTALLATION [EjamiiNlcEll REPORTS | OTHER SERVICES

> Settings > Deployment on Windows

Edit "DEFAULT" profile

General Updates Advanced settings

# Enable automatic updates of the protection engine.

Advanced protection Search for new updates every: 12 hours v

Perform updates only during the following times:

From: 00:00:00  (HH:mmss) Tor 235959 {HH:mmss)

13.2. General settings

Here you can configure aspectsrelatedto the installation of the protection on computers, as well

as the connection of these computers to the Internet and to the Adaptive Defense servers.

Updates

Referto chapter Updating the protection on Windows systems for more information about updates

Advanced settings
Here you can configure aspectsrelatedto the installation of the protection on computers, as well
asthe connection of these computerstothe Internetand to the Adaptive Defense servers. You can

also configure options related to the suspicious file quarantine.

- Installation: Specifyinwhich directoryyouwant to install the protection. Adaptive Defense
will show a default path, which you can change if you want.

- Automatically uninstalling other security products: You can specifyifyou want Adaptive
Defense to uninstall any existing third-party security products from your computers, or if you
prefer both productsto coexist. Bearin mind that if you choose to uninstall all existing third-
partysecurity software on a specific configuration profile, every computer that has that
profile assigned will hav e its protectionremoved as soonas itreceives the new
configuration.

- RefertoProtection deployment overview for more information.

- Server connectionsettings: Establish how oftenyou want computersto sendinformationto
the Adaptive Defense servers about the status of the protectioninstalled. This must be a
value between 12 and 24 hours.

e Centralize server communicationthroughthe following computer: Specify the
computer throughwhich connections withthe Adaptive Defense server will be
centralized.To do that, select the relevant checkbox and click Select. In the Select
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computerwindow, choose a computer orsearchfor it using the Find button.Then
click OK.

- Administrator password: The administrator password allows you to uninstall and configure
the local protectionin administratormode. That is, it allows you to uninstall Adaptive
Defense from the network computers, or allow end users themselvesto enable or disable
their protection fromthe Adaptive Defense local console. These options are not mutually
exclusive,so you can select both at the same time.

13.3. Configuring the advanced protection

The advanced protection lets you establish different security modes to block unknown malware,

and protect computers against APTs and advanced threats.

Mode

- Audit. In audit mode, Adaptive Defense onlyreports on detected threats but doesn’t
block or disinfect the malware detected.

- Hardening. Allows execution of the unknown programs alreadyinstalled on users'
computers. Howev er, unknown programs coming from external sources (Internet, email,
etc.)will be blocked until they are classified. Programs classified as malware will be moved
to quarantine.

e Do notreportblocking to the computer user: The agent won't display any
notifications when blocking an unknown program coming from the Internet

e Reportblockingto the computeruser: Users will see a message whenever an itemis
blocked, explaining why it was blocked.

- Lock. Prevents all unknown programs fromrunning until they are classified.

e Do notreportblockingto the computer user

e Reportblockingto the computer user: Users will see a message whenever an itemis
blocked, explaining why it was blocked.

e Reportblocking and give the computer user the option to run the item: Displays a
message for 1 minute allowing usersto run the detecteditemunder their own
responsibility. These exclusions are permanent until the administrator changes the
configurationfromthe console.

Exclusions

These settings affect both the antivirus protection and the advanced protection.
This section allows you to configure items on the network computers that will not be scanned by

Adaptive Defense

- Extensions. Allows youto specifyfile extensions thatwon't be scanned.
- Folders. Allows you to specify folders whose content won't be scanned.

- Files. Allows youtoindicate specific files that won't be scanned.

Network usage

Everyexecutable file found onusers’ computers that is not recognized by Adaptive Defense will be
sent bythe agent to our server foranalysis. This is configured tohav e noimpact on the performance
of the customer’s network (the maximum number of MB that can be transferred in an hour per
agentisset by default to 50). Unknown files are sent only once for all the customers using Adaptive
Defense.

Additionally, bandwidth management mechanisms have been implementedin order to minimize
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the impact on the customer’s network. To configure the maximum number of MB that an agent
can send per hour, enter the relevant value and click OK. To establish unlimited transfers, set the

value to 0.

Privacy
To allow Adaptive Defense to display the full name and path of the files sent for analysisinitsreports

and forensic analysis tools, select the relevant checkbox on the Privacy tab.
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14.1. Introduction

Adaptive Defense offers network administratorsfour major groups of tools to view the security status

of their IT resources:

- The dashboard withreal-time information.
- Listsofincidents and malware detected.
- Listsof computers and network devices.

- Consolidatedreports withdata compiled overtime.

@ | The consolidated reports are discussed in Reports chapter.

These four tools enable administrators to accurately appraise the risk of infectionto the managed
computers.

The end goal of the viewing and monitoring tools is to be able to determine the impact of any
security breaches and to take any necessary action, either to mitigate the effects or to prevent

similar situations in the future.

14.2. Dashboard

The Adaptive Defense dashboard is available in the Status window and is divided into two main
areas: Activity and Detections. Each section contains a series of panels with information that
enables administrators to get an immediate picture of the security status of their network.

The panels displayed in the dashboard are generated inreal time and are interactive: move the
mouse pointer overthe items to display tooltips with further information and click the items to open
windows with detailed information.

The dashboard displays information for the time period established by the administrator using the

tool at the right of the Status window. The options are:

- last24 h
- last7 days
- Last month
- Lastyear

Below we describe the various panels and their purpose.

14.3. Activity section

The Activity sectionshows a classification of all of the programs run and scanned on the networks
Windows computers, as well as the security incidents detected and the number of currently
blocked items being classified by the system.

Adaptive Defense reports an incident inthe Activity sectionfor each computer-threat-threat type

tripletfound. If the cause of a specificincidentdoes not disappear, a maximum of two detections
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will be reported every 24 hours for each computer-threat-threat type triplet that requires the
administrator’s attention.

The Activity sectionis divided into the following areas:

- Classification of all programs run and scanned
- Malicious programs
- Potentially unwanted programs

- Underinvestigation at our lab

Classification of all programs run and scanned

CLASSIFICATION OF ALL PROGRAMS RUN AND SCANNED

6,000 (997%)
L] 11 (02%)

9 (01%)

The purpose of this panel is to quickly display the percentage of goodware and malware items
seenand classified onthe client's network during the time period selected by the administrator. The
panel displays three horizontal bars, along with the number of events associated to each item

category and a percentage over the total number of events.

@ The data in this panel corresponds to the entire IT network, notonly to those computers thatthe
administratorhas permissionson based on the credentials used to login to the console.
Unclassified itemsare notshown in the panel.

- Trusted programs: Applications seenonthe client's network which have beenscanned
and classified as goodware.

- Malicious programs: Applications seenonthe client's network which have beenscanned
and classified as malware.

- Potentially unwanted programs: Applications seenonthe client's networkwhichhave
been scanned and classified as PUP.

Clicking any item displays the Malware Status or PUP Status windows, discussed later inthis chapter.

Malicious programs and potentially unwanted programs

MALICIOUS PROGRAMS

6

incidents

iné .

computers Outbound connections Run
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The information displayed in these panels refers to those computers that the administrator has
permissions on based on the credentials usedtologinto the console.If the administrator does not
have permissions on all computers on the network, a warning will be displayed at the top of the

panel.

- Number of incidents/alertsdetected
- Number of computers with incidents detected

- Accessed data: Number of alerts that include one or more attempts to accessinformation
on users’ hard disks.

- Outbound connections: Number of incidents that involve connections to external
computers.

- Run: Number of malware samplesthat have beenrun.

@ Malicious programs and potentially unwanted programs show data with a maximum interval of 1
month. In the eventthat the administrator setalonger period explanatory text at the top ofthe
panelis displayed.

Clicking these items will take you to the Status - Malware or Status - PUP windows.

Currently blocked items being classified

CURRENTLY BLOCKED ITEMS BEING CLASSIFIED

3

BLOCKED

This panel shows ev eryunknown process detected onthe network that requires further analysis by
Panda SecurityLabsinorderto be classified as goodware or malware. Depending on the way the
protection has been configured (Lock, Hardening or Audit), these items may be blocked during

the time it takes to classify them.
The information displayed inthis sectionis a history of all the items that hav e been blocked and are

pending classification since the service was implemented on the customer's network until the

current time, and is not affected by the time period selected by the administrator.
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The total number of temporarily blocked items indicatesthe different applications (different MD5)
that ara hainn hlnckad Thisnumber is independent of the number of run attempts performed by
@ each blocked application. Some bubbles may have the same malware name. This is typical of
malware that uses polymorphic techniques to avoid being detected by signature-based traditional
antivirus solutions. Every variant of the same malware that has a different MD5 is shown
independently.

Each applicationis counted once only. That is,evenif an applicationtriestorun several times on
the same computer, it will only be counted once. The size of each bubble is an indicator of the

number of computers where the malware was found and blocked.

Example:

Suppose the dashboard displays a total of eight currently blocked items pending classification.
Each item will be represented with a circle.

Suppose one of the applications tried to run thirty times onthe same computer on the same day.
As all those attemptstook place on the same computer and on the same day, they will count as
only one of the eight detections shown in the panel.

Blocked applications are indicated with a color code:

- Orange: For applications witha medium probability of being malware.
- Dark orange: For applications with a high probability of being malware.
- Red: Forapplications with averyhigh probability of being malware.
Mov e the mouse pointer over a circle to display the application's full name and a series of icons

representing key actions:

U

Folder:The program has read data fromthe user’s hard disk.

- Globe:The programhas connectedto another computer.

Clickthe number of blockeditems or any of the circlesinthe panel to access detailed information.

14.4. Lists of Activity section

Click the different panelsinthe Activity sectionto displayreports and detailed lists of the malware

or software under analysis found on the client's network.
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The purpose of these lists is to provide administrators with the necessary information to find the

source of a problem, assess the severity of an incident and, if required, take the necessary

remediation measures to update the company's security policies.

®

These lists also allow administrators to add exclusions and unblock blocked items under analysis.
See later in this documentfor more information about the exclusion and unblock operations
supported by the solution.

All of these lists have the same structure:

> Status > MW 1 2 | o Threats and other excluded items |

Computer v 4 Show all
3 Export ~ || Last7days ¥
Already : Last
run action

WIN_DESKTOP  Trj/BLToMW1d SYSTEMDRIVE|\Users\panda\Desk ] Blocked 11/6/2016 § Vv
1 ] top\Test\DINBLToMW1dIl &620:00

PM
WIN_DESKTOP  Trj/BLToMW2d SYSTEMDRIVE|\Users\panda\Desk ] Blocked 11/6/2016 § Vv
1 ] top\Test\DINELToMW2.dII 620:00

PM

‘Y Trj/CryptoWall. TEMP[|\Low\ES72.tmp Quarantined 11/6/201&6] WV
A 10:25:20

AM 7
WIN_LAPTOP_  Compromised SYSTEMDRIVE|\Users\admin\Dow Deleted 11/6/2016 ] vV
5 Process nloads\testWSA exe 91352

AM
WIN_SERVER_  Trj/Chgt.J TEMP|\calclexe L Allowed by 11/6/2016f Vv

3

the end user 4:05:51

AM
=

1. List name.

2. Notificationregarding the existence of filesclassified as malware by Adaptive Defense and
which have been allowedtorun by the administrator.

3. Time interval combo box and list export tool. The time period combo box allows the
administrator to apply the following time filters to the list: last 24 hours, last day, and last
month. The export tool allows administrators to save the listto anExcel or CSV file.

4. Filtertool.Eachlistincorporatesits ownfiltersbased on the data it contains. These are
explainedin therelevantsections.

5. You can sort the datain the tables by clicking the column headers.

6. Clicka computer'sname for extended information.

- IPaddress: The computer's IP address

- Installation date: Date when the agent was installed onthe computer

- Last connection:Last time the agent connected to the Adaptive Defense 360 server

- Operating system

- Group: The group the computer belongsto

- Protectionmode: Advanced protection mode currently configured for the computer
(Audit, Hardening, Lock).

7. Drop-down arrow withinformation about the malware actions. Refer to chapter Forensic
analysis for more information about the actions performed by the detected malware.
Refer to chapter Remediationtools for more information about the remediationtools
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provided by Adaptive Defense.
8. Pagination controls for easierbrowsing.

14.4.1 MW list

Click any of the items in the Malicious programspanel, orMalicious programsin
the Classification of all programs run and scanned panel, toview a list of the threats found on the
computers protected with Adaptive Defense.

The screen provides different filters to filter the information displayed.

At the top, there is a search tool:

Computer 1 \ 2 3 Show all

Filter 1 restricts the searchindicated in the text box to its right:

- Computer: The searchstring will be applied to the computer name.
- Name: The search string will be applied to the malware name.
- Date: The searchstring will be appliedto the date of detection.

- MD5: Digest value that uniquelyidentifies the file

Filter 3 shows those threats that match the selected criteria:

- Notrun: Malware detected bythe vulnerability protection.
- Run: The malware was run and the computerisinfected.

- Accessto data files: The malware accessed the diskto collect informationfromthe
computer,orto create the files and resources necessary for its execution.

- Communications: The malware created sockets for communicating with other computers,
including localhost.

- Blocked: Malware identified by Adaptive Defense and prevented fromrunning.

- Allowed bythe end user: Malware identified by Adaptive Defense and allowed to run by
the user.

The table fields are as follows:

- Computer: Computer where the detectiontook place.

- Name: Malware name.

- Path: Full pathto the infectedfile.

- Alreadyrun: The malware was run and the computer might be infected.

- Accessed data: Indicates whether the threat accessed the disk to collectinformation.

- Made external connections: The threat has communicated withremote computersto
send or receive data.

- lLast action: Actiontakenon the malware (block, allow, quarantine, allow by the user,
etc.).

- Date: Date when the malware was detected onthe computer.

14.4.2 Currently blocked items being classified

This panel shows a list of those files in which Adaptive Defense has detected risks despite their
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classification is not fully complete. These files are blocked during the time it takes to fully classify

them.

CURRENTLY BLOCKED HISTORY )

Currently blocked

Computer 1 v 2 3 Show all

Last year v
Filter 1 restricts the search indicated in the text box to its right:

- Computer: The searchstring will be applied to the computer name.
- Name: The search string will be applied to the name of the blockedfile.
- Date: The searchstring will be appliedto the date when the itemwas blocked.

- MD5: The searchstring will be appliedto the digest value of the blockedfile.

Filter 3 filters the items on the list by the protection mode in which Adaptive Defense was

configured when blocking the item (Lock, Hardening), as well as the actions taken by the file
(Accesed data, Made external connections), only if the file was allowed to run before being

blocked and its actions were logged by the system.

The Currently blocked table fields are as follows:

- Computer: Computer where the unknown file was found.
- Name: unknown file name.

- Path: Full pathtotheitem.

- Accessed data: Indicates whether the unknown file accessed the diskto collect
information.

- Made external connections: The unknown file has communicated withremote computers
tosend or receive data.

- Protectionmode: Specifies the mode that the protectionwas configuredin at the time of
blockingthe item.

- Likelihood of being malicious: Medium, high, veryhigh.

- Date.

History

Computer 1 v 2 3 Show all

Lastyear v
Filter 2 restricts the search indicated in the text box to its right:

- Computer: The searchstring will be applied to the computer name.
- Name: The search string will be applied to the #blocked file name#.
- Date: The searchstring will be appliedto the date of detection.

- MDS5: Fileidentificationdigestvalue.
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Filter 3 shows those unknown files that match the selected criteria

- Lock: The advanced protection mode enabled when the itemwas blocked.
- Hardening: The advanced protection mode enabled when the item was blocked.

- Accessto data files: The unknown file accessed the diskto collectinformationfromthe
computer

- Communications: The unknown file created sockets for communicating with other
computers

- Blocked:the unknown file was blocked

- Reclassified as GW: the unknown file was reclassified as Goodware
- Reclassified as MW: the unknown file was reclassified as Malware

- Reclassified as PUP: the unknown file was reclassified as PUP

- Excluded:The unknown file has been unblocked/excluded by the administrator, allowing it
torun.

- Notexcluded: The unknown file has not been unblocked/excluded by the administrator.

The table fields are as follows:

- Computer: Computer where the unknown file was found.
- Name: Unknown file name.
- Path: Full pathto the unknown file.
- Action: actiontakenon the unknown file
= Blocked:the unknown file was blocked
= Reclassified as GW: the unknown file wasreclassified as Goodware
= Reclassified as MW: the unknown file was reclassified as Malware
= Reclassified as PUP: the unknown file was reclassified as PUP

- Accessed data: #Indicates whether the threatsent orreceived datafrom other
computers#

- Made external connections: the unknown file has communicated withremote computers
tosend or receive data.

- Protectionmode: Specifies the mode that the protectionwas configuredin at the time of
blockingtheitem.

- Excluded:Indicates whether or not the item was excluded from monitoring.
- Likelihood of being malicious: Medium, high, veryhigh.

- Date

14.4.3 PUP list

Clickany of theitemsinthe Potentially Unwanted Programs (PUP) panelto view a list of the threats
found on the computers protected with Adaptive Defense.

The screen provides different filters to filter the information displayed.

At the top, there is asearch tool:

Computer 1 v 2 3 Show all

Filter 1 restricts the search indicated in the text box (2) to its right:
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- Computer: The searchstring will be applied to the computer name.
- Name: The search string will be applied to the PUP hame.
- Date: The searchstring will be appliedto the date of detection.

- MD5: Fileidentificationdigestvalue.

Filter 3 shows those threats that match the selected criteria:

- Notrun: PUP detected bythe protection against vulnerabilities.
- Run: The PUP was run and the computerisinfected.

- Accessto data files: The PUP accessedthe diskto collect information from the computer,
or to create the files and resources necessary for its execution.

- Communications: The PUP created sockets for communicating with other computers,
including localhost.

- Blocked:PUP identified by Adaptive Defense and prevented fromrunning.

- Allowedbythe end user: PUP identified by Adaptive Defense and allowed to run by the
user.

The table fields are as follows:

- Computer: Computer where the detectiontook place.

- Name: PUP name.

- Path: Full pathto the PUP file.

- Alreadyrun: The PUP was run and the computer might be infected.

- Accessed data: Indicates whether the PUP sent or received datafrom other computers.

- Made external connections: The PUP has communicated withremote computerstosend
or receive data.

- Last action: Actiontakenon the PUP (block, allow, quarantine, delete, disinfect, allow by
the user, etc.).

- Date: Date when the PUP was detected onthe computer.

14.5. Managing exclusions and blocked items

Adaptive Defense blocks by default every program classified as malware. Additionally, and
depending onthe advanced protectionsettings, it willalso block never-seen-before programs until
they have been scanned and a verdict has beenreturned about their security.

If a user cannot wait for an unknown item to be classified, or the administrator wants to allow an
item classified as malware to run, Adaptive Defense implements resources to prevent items from

being blocked.

IMPORTANT: We generally advise that you don‘tunblockitems. Items blocked forbeing
considered dangerous pose areal threatto the integrity of IT systems and the data stored
across your network. Adaptive Defense classifies itemswith 99.9999% accuracy, and the
@ unknown items blocked are very likely to end up being classified as dangerous. That's why

we recommend thatyou do notunblock unknown items or items classified as
malware/PUP.

It is important to differentiate between these two concepts: if Adaptive Defense blocks a user
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process for being unknown, and the network administrator removes the block imposed, they will
be unblocking the item. However, if Adaptive Defense blocks an item after classifying it as
dangerous to the customer (malware or PUP), and the administrator removes the block, they will

be excluding the item (or adding an exclusion on the item).

e Generalscheme
This section displays a couple of diagramsiillustrating the different situations that a process scanned
by Adaptive Defense can go through, depending on the advanced protection settings, the
exclusion list created by the administrator, and the changes that may affect the internal state of
the process over time. We are using two diagrams for the sake of clarity: one for known files and

the other for unknown files.

14.5.1 Known files

File known to

Adaptive Defense

F Y

Audit Protection
policy

HardeningJ
Lock |

Yes Is therean

-

exception?

Y

Case 1: Processes classified by Adaptive Defense as malware withthe advanced protectionset to

a mode other than Audit: They will be blocked unless the administrator creates an exclusion that

allows the itemto run.

14.5.2 Unknown files
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Case 2: Unknown (not yet classified) processes that are detected with the advanced protection

set to a mode other than Audit: They will be blocked unless the network administrator removesthe
block. Regardless of the unblock action, Adaptive Defense will classify the file and, depending on
the verdict and the reclassification policyselected, the file will be blocked or allowed to continue

running.

14.5.3 Unblocking unknown items pending classification
If a user cannot wait for the systemto automatically unblock a file once it has been finally
classified, the administrator can use the button Do not block againin the Currently blocked items

being classified window toremov e the block.
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. Adaptive DEMO [Tegvust Advanced search @ :L_:':-. {3} 8 DSPAIN_P3C14 Demo
J Pﬂhdd | Defense 3460

SNVl COMPUTERS | INSTALLATION | SETTINGS | QUARANTINE | REPORTS | OTHER SERVICES

> Status > Currently blocked items being classified e Threats and other excluded items
CURRENTLY BLOCKED HISTORY :-
Computer A Show all Export = || Lastyear -
Likelihood
_ Protection of being
Computer H mode malicious
WIN_DESKTOP  good2 couk\botsford.com\reicheluk\koss L] Lock High 11/6/2016
1 harris.couk\good2 5:20:00
PM
Path: co.uk\botsford.com\reicheluk\kossharris.co.uk\good?2
Dwell time: 123456 days 3 hours 49 minutes 20 seconds
User: oriekulas
MD5: 1m241u9ipojbuikglx031lcufstp

Detection technology: Advanced Protection

Q searchin Google | Q Search in VirusTotal Do not block again

Once unblocked, the item will disappear from the Currently blocked list in the Currently blocked
items being classified window. By doing that, the administrator will allow the itemto rununder their
own responsibility. Nev ertheless, Adaptive Defense will continue scanning the process until it is
identified and classified. The unblocked item will appear in the Threats and other excluded items

list, described later in this chapter.

14.5.4 Excluding items classified as malware or PUP
Excluding an item classified as malware from the scans is equivalent to unblocking a blocked item
that is pending classification, although in the former case you are allowing the execution of a

program that Adaptive Defense has already classified as harmful or dangerous.

To exclude an item classified as malware or PUP, the administrator can use the Do not detect again
button displayed in the Malware and Potentially unwanted programs lists accessible from the
Activity dashboard.
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Already
run |
WIN_DESKTOP  Trj/BLToMW1d SYSTEMDRIVE|\Users\pan [ ] Blocked 11/7/2015 Kal
1 Il da\Desktop\Test\DII\BLToM &:20:00
Widll PM

Path: SYSTEMDRIVE|\Us panda\Desktop\Test\DINBLToMW1dll
Dwell time: 12344 days 3 hours 49 minutes 20 seconds
MD5: 55241u9ipojbuikglx031cufstp7blml

Detection technology: Antivirus

See disinfection results FQ Disinfect computer Do not detect again

Once excluded fromthe scans, the itemin question will stop generating any incidents in the Activity
dashboard panels (Malware or PUP, depending on the nature of the item), and will be added to

the Threats and other excluded items list, as explained in the next section.

14.5.5 Accessing the excluded items management window

To manage exclusions and configure the way the solution must behav e when reclassifying known
and unknown items, go to the Threats and other excluded items window. You can access this
window from the buttondisplayed inthe Status window, or at the top of the Malware/PUP/Blocked

item lists, which you can access after clicking the relevant section in the Activity dashboard.

e Adaptive DEMO "logiusi Advanced search B DSPAIN_P3C14 Demo
# {J pandal A% ' @8

Defense 3460

EyrNVEl COMPUTERS | INSTALLATION | SETTINGS | QUARANTINE REPORTS OTHER SERVICES

> Status > Currently blocked items being classified o Threats and other excluded items
CURRENTLY BLOCKED HISTORY :n

MD5 ¥ || Im241uRipojbuikglx0: Show all Export = || Lostyear v
Likelihood

Protection of being

@ mode malicious

WIN_DESKTOP  good2 couk\botsford.com\reicheluk\kossharri [ ] Lock High 11/6/2016 W

1 sco.uk\good?2 5:20:00
PM
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[ Adaptive DEMO [Foaws Advanced search & {3} 8 DSPAIN_P3C14 Demo
J Pﬂhdﬂ | Defense 340

UTERS | INSTALLATION | SETTINC C RANTINE REPORTS | COTHE 5

Licenses: 25 Controcted 15 expire on 4f15/2018 Details

NOT CONNECTED TO THE SERVER
72 hours

OUTDATED PROTECTION

3 ‘ ) Engine
2 Knowledge
) Pending restart

e Threats and other excluded items

The Threatsand other excluded items window lets you choose between managing the items that
are currently allowed or accessing a history of every item that has been allowed so far. The

window's contents will change depending on the option you select.

STATUS APUTERS \LLA \ SETTINGS | QUARANTINE REPORTS OTHER

> Status > Threats and other excluded itemns

CURRENTLY ALLOWED HISTORY

—

.

14.5.6 Currently allowed items

Shows those items currently excluded from scanning. Every item on the list is allowed to run.
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CURRENTLY ALLOWED HISTORY

L.

Specify the behavior when a threat that was allowed by the administrator before being classified as malware or goodware by our
laboratory is finally classified as goodware or malware.

® Delete it from the list of threats allowed by the administrator.

f the item is classified as goodware it will be allowed to run. However, if it is classified as malware it will be prevented from running.
Keep it in the list of threats allowed by the administrator. 1

The item will be allowed to run regardless of whether it is malware or goodware.

3 4
MName v 2 All Al ©. Search Show all Export « Delete
(e =
Allowed
B Name Type File MD5 Allowed by since
HackingTool/Vuln  PUP vulnerabilityscannerexe 87813DBBBFECC3CL4LE  DSPAIN_P3C1  11/8/20146
erabilityScanner S6E65F87A1CEBD3F L@pandacom  8:10:01 PM
BlogueadoTeGW  Blocked, reclassi  BlogueadoloGWI1201_21 exe DC8FC23EF3EBS7DE Partner 11/7/2016
1201_2lexe fied as goodware BEBLLCAHFCLAEDFIT 91216 AM
BlockedToMW1e Blocked, reclassi  BlockedToMWLexe C14BC4CI1BD2C8FFF  DSPAIN_P3C1  11/6/2016
a xe fied as malware D91AFO791CEIC3EB L@pandacom 74923 PM
5
TPWinPrndll Blocked TPWinPrndll D89@01FEBED96701F DSPAIN_P3C1  11/5/2016
89CCFADS7504FBC L@pandacom  4:21:08 PM
Trj/Chgt.J Malware calclexe SFCEGLEB222AALIELF  DSPAIN_P3C1  11/5/2016
BYS7TEQDSFBOA22 L@pandacom 1:3115 PM
Hackinglool/Test PUP popup_gray-S14FF724479DF73  S14FF724479DF738DB2  Partner Q12712016
— A\ 8DB2AABB33929CADD _exe AABBI3929CADD 301:53 PM

The Currently allowed items window provides the following tools:

- Reclassification policy (1)
- Listfilter (2)

- List export(3)

- Exclusionremoval (4)

- List of currently excluded items

Reclassification policy (1)
Here you can define the way the system will automatically behave when an item that was
unblocked by the administrator changes its internal state and it is necessary to make a new

decision about whether to block/unblock it.

There are two possibilities when the administrator chooses to unblock a previously blocked
(unknown) item:if the unknown itemis finally classified as goodware, no further actionwill need to
be taken, as the systemwill continue to allow the itemto run. Howev er, if the unknownitemis finally
classified as malware, the administrator will haveto choose the action that Adaptive Defense must
take:

- Delete itfrom the list of threats allowed by the administrator: The exclusionwill be

removed and the itemwill be blocked, unless the administrator manually generates
anew exclusionforthefile.

- Keepiitin the list of threats allowed by the administrator: The exclusionis kept. That
is, the itemwill be allowedtorun.
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Selecting Keep it in the list of threats allowed by the administrator displays a window for the
administrator to confirmtheirselection, as this decision canlead to potentially dangerous situatiors.
Example: An unknown itemthat is pending classificationis unblocked by the administratorin order
to be able to run it while the classification process istaking place. Once fully identified, the items
turns out to be dangerous. In this case, should the optionKeepitin the list of threats allowed by the

administrator be selected, the malicious item would continue to be allowed to run.

Are you sure you want to select this option and keep the exclusions on the
items finally classified as goodware or malware?

List filter (2)

The filter on the left restricts the search indicated in the text box to its right:

- Name: Malware or PUP name.

- File:Name of the unknown file or the file that contains the threat.
- MD5: Digest value that uniquelyidentifies the file.

- Allowed by: The console user that created the exclusion.

- Malware:Itemclassified as malware.

- PUP:Itemclassified as a PUP.

- Unknown (Blocked):Iltemthat is still pending classification.

- Reclassified as malware/PUP: Anitem that was initially blocked for being unknown
and which s later classified as dangerous.

- Reclassified as goodware: An itemthat was initially blocked for being unknown and
which islater classified as safe.

Once you set afilter, click Search to apply it, or Show all to clear the filter and display all items.

List export (3)

To export the list, click Exportand select the format that youwant to export the file to (xIs or csv).

Exclusion removal (4)
For Adaptive Defense toignore the exclusionimposed on a previously excluded or unblocked item,

select it fromthe list and click Delete. Once removedfromthe list,the itemwill be blocked or not

depending onits classification and the advanced protection settings.

List (5)

- Name: Name of the malware or PUP that is allowed torun. If it has not been
identified, the columnwill display the file's name instead.

- Type:The file type:
e Malware:ltem classified as malware.

e PUP:lItemclassified as PUP.
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e Blocked:The itemisunknown and was blocked.

= Blockedreclassified as malware/PUP: Anitemthat was initially blocked
for being unknown and whichis later classified as dangerous.

= Blockedreclassified as goodware: Anitem that was initially blocked for
being unknown and which islater classified as safe.

- File:Name of the unknown file or the file that contains the threat.
- MD5: Digest value that uniquelyidentifies the file.
- Allowed by: The console user that created the exclusion.

- Allowed since: Datein which the itemwas allowedto run for the first time.

14.5.7 History

This window displays a history of all files excluded by Adaptive Defense. The list allows you to view
allthe statesthatafile has gone through, fromthe time it entered the list of excluded or unblocked
items until it exited the list, including ev ery intermediate state that the system or the administrator

may have applied toit.

> Status > Threats and other excluded items
File - 1 || an Al 2 Search Show all 2 || Export ~
File Type MD5 Action User Date
vulnerabilityse  PUP 87813DBEBBFECC3CALLE  Exclusion added. Subsequent runs allowed DSPAIN_P3C1  11/8/2016
annerexe S6ES5F87A1CSD3F L@pandacom  8:10:01 PM
BlogueadoloG Blocke DCBFC23EF3EBS7DBB  Exclusion added. Subsequent runs allowed Partner 11/7/2016
WI1201 21exe d 8BLLCEFCLAEDFLY 3 Q1216 AM
BlockedToMW Blocke Cl14BCACIBD2CS8FFF Exclusion added. Subsequent runs allowed DSPAIN_P3C1  11/6/2016
lexe d DO1AFO791CEIC3EB L@pandacom 74923 PM
TPWinPrndll Blocke DB89Q01FBEBD94701F  Exclusion added. Subsequent runs allowed DSPAIN_P3C1  11/5/2016
d 89CCFADS7S04FBC L@pandocom  4:21:08 PM

List filter (1)

The filter on the left restricts the searchindicated in the text box to its right:

- File: Name of the unknown file or the file that contains the threat.
- MD5: Digest value that uniquelyidentifies the file.

- User: Loginof the user that changed the item'sstate.

List export (2)

To export the list, clickExportand select the format that youwant to export the file to (xIs or csv).

List (3)

- File:Name of the unknown file or the file that contains the threat.
- Type:The file type:

= Malware:Item classified as malware

= PUP:ltemclassified as a PUP

= Blocked:The itemis unknown and was blocked

- MD5: Digest value that uniquelyidentifies the file.
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- Action: Indicates how the file's state changed.

Exclusionadded. Subsequent runs allowed: The administratorallowed
the processtorun and the file entered the list of excludeditems.

Removed from the list of excluded items: The administratorremoved the
exclusion and the file exited the list of excluded items. The system goes
back toits normal behaviorregarding the file.

Reclassified as PUP/malware. Exclusion removed: The file was unknown
when it was excluded, and later the system classified it as dangerous.
The systemremov edthe exclusion automatically because the exclusion
policywas Delete it from the list of threats allowed by the administrator.
The item has been blocked from thenon.

Reclassified as goodware. Exclusionremoved: The file was unknown
when it was excluded, and later the system classified it as safe. The
systemremov ed the exclusion automatically because the exclusion
policywas Delete it from the list of threats allowed by the administrator.
The fileis allowedto run.

Excludeditem reclassified as goodware.The exclusioniskept: The file
was unknown when it was excluded, and later the system classified it as
safe. The systemkeeps the exclusion automatically because the
exclusion policyis Keepitin the list of threats allowed by the
administrator. The fileis allowedtorun.

Excludeditem reclassified as PUP/malware.The exclusioniskept. The
file was unknown when it was excluded, and later the system classified it
as dangerous. The systemkeeps the exclusion automatically because
the exclusion policyisKeep it in the list of threats allowed by the
administrator. The file is allowedtorun.

Settings changed to "Remove reclassified programsfrom the list of
allowedthreats": The administratorchanged the exclusion policy.

Settings changed to "Keep reclassified programsin the list of allowed
threats™: The administrator changed the exclusion policy.

- User: Loginof the user that changed the item's state, or Automatic if the change
was due to an internal reclassification.

- Date: Date when the change took place.
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15.1. Introduction

This chapter describes the resources implemented in Adaptive Defense to monitor the status of your

network computers.

15.2. Network computers status

The dashboard provides a brief summary of the protection status of the entire network, inthe Status

menu.

NOT CONNECTED TO THE o
SERVER p

72 hours 7 days

OUTDATED PROTECTION 3 ‘ J Engine
)

This section displays the computers that require the administrator’s attention:

- Computersthat have not connectedtotheserverinthelast 72 hours, 7 days and 30 days.

- Computerswith outdated protection: the engine, the signature file and those that need a
restart to apply an update to the engine of the downloaded protection.

Clickthe variousitemsinthe panel to display the Protected tab inthe Computers window, whichis

explained below.

15.3. Computer visibility

The Computers window contains everything necessary to monitor your IT network and search for

computers:
The following items are displayed in the Computers window to improve monitoring of the IT

resources and enable searches for devices:

- The group tree
- Statustabs
- Searchtools

- Awindow with details of the computer ordevice
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e 'J pﬂndd | Adaptive [Miegiust Advanced search @ _ {3} 8 pm ad360

Defense 360

STATUS [RIOIVEINFEl INSTALLATION | SETTINGS | QUARANTINE | REPORTS | OTHER SERVICES

> Computers

Protected Unprotected (0) Without a licensa (0) Excluded (0)

My organization Find computer: Advanced Export v
v@ Computer status: Computers updated (ne connection to the server inthe last721 v
MNorth
@ No Operating system: All v
3 South
«| Show computers in subgroups

Show all

Computer o PT;SZEE“ KrLcr;v;I;ré:lege Protection Last connection %i?;’st:
Machine 18112101-1 [¥] N & 9/2/2015 £:28:55 PM
Machine 18112101-10 (%] w (%] 9/2/2015 42854 PM
Machine 181121012 (%] L} (%] 9/2/2015 42855 PM
I Machine 18112101-3 & L )] (] 9/2/2015 4:28:55 PM
Machine 181121014 %] L )] (¥} 9/2/2015 4:28:56 PM
Machine 18112101-5 (7] [} & 9/2/2015 4:28:56 PM
Machine 18112101-6 (%] W (%] 9/2/2015 42854 PM
Machine 18112101-7 (%] w (¥} 9/2/2015 4:28:56 PM
Machine 18112101-8 %] )] (%7} 9/2/2015 4:28:56 PM
Machine 18112101-9 (%] N & 9/2/2015 4:28:56 PM

Group tree
The group tree onthe left-hand side of the window lets you mov e through the different group levels

and see the computersincludedineachgroup. Click Allto obtainthe list of all networkcomputers.

Tabs

There are four groups each reflecting the protection status of the computers:

- Protected
- Unprotected
- Withoutalicense

- Excluded

Protected
Computers withthe Adaptive Defense agent correctlyinstalled and witha validlicense assigned,

although they could have outdated protection or an error in the protection.

Unprotected
This includes cases where the agent is in the process of installation orremoval, the protection has

been uninstalled, as well as computers that have been discovered with the discovery tool.

Without a license

These are computers that had a valid license assigned in the past but the corresponding license
contract has expired and consequently they are unprotected. This also includes computers that
belong to a group withrestrictions onthe maximum number of licenses or on the expiry date and

the computer has not met these conditions.
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Excluded
These are computers withan Adaptive Defense agent installed but that don’t compete for a valid
license. Administrators can manually exclude computers when the number of valid licenses

contracted is lower than the number of computers on the network to protect.

15.3.1 Search tools
The list of computers can be filtered using various criteria depending on the selected tab.

Insome tabs, moreov er, there isan Advanced button. Click thistoshow or hide other search criteria

Find computer: Advanced Export+
A

Computer status: Computers updated (no connection to the serverin the last 721 ¥

Cperating system: All A

¥ Show computers in subgroups

There s also a Show all button, which ov errides any filters and displays all computersin the selected
tab.

Below you can see the search options and criteria for each of the tabs.

Protected tab

- Find computer: Here you can run searches for computers using text strings to coincide with
entriesinthe fields ‘name’ and ‘comments’

- Computer status:
o All
e Computers with all protectionsenabled
e Computers with all protectionsdisabled
e Computers with up-to-date protection
e Computers with out-of-date protection

e Computers with partially enabled protection: Computers with any of the protection
modules disabled.

e Computers with protectionerrors

e Computers pending restart

e Computers with up-to-date knowledge

e Computers with out-of-date knowledge

e Updated computers (no connectionto the serverin the last 72 hours)
e Updated computers (no connectionto the serverin the last 7 days)

e Updated computers (no connectionto the serverin the last 30 days)

- Show computers in subgroups: Searchinthe group selected fromthe group tree and all its
subgroups.

Unprotected tab

- Find computer: Here you can run searches for computers using text strings to coincide with
entriesinthe fields ‘name’ and ‘comments’
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- Computer status:
e Al

e Unprotected computers

¢ Unmanaged computers: Computers on the network without an agent installed and
discovered bythe discoverytool.

e Computers installing the protection

e Computers uninstalling the protection

¢ Computers with errorsduring installation

¢ Computers with errorsduring uninstallation
e Computers with unknown name

- Show computers in subgroups: Searchinthe group selected fromthe group tree and all its
subgroups.

Without a license tab

- Find computer: Here you can run searches for computers using text strings to coincide with
entriesinthe fields ‘name’ and ‘comments’

Excluded tab

- Find computer: Here you can run searches for computers using text strings to coincide with
entriesinthe fields ‘name’ and ‘comments’

15.3.2 Lists of computers
Once the searchcriteriais established, alist is displayed withthe computers that meet the criteria.
This list is displayed as a table with a series of columns, which will vary depending on the tab

describing the status of the computer.

If different computers have the samenameand IP address, they will only be displayed as different
computersinthe Web console iftheir MAC addressand administration agentidentifier are different

@ To change the way your computers are presented, clicktheﬂ iconlocated atthe top of the
Web console. For moreinformation, referto chapter The Web Administration Console.

Protected tab

- Computer: Thisshows the list of protected computers, presented either by their name or by
their IP address.

- Protectionupdate: Thisindicates the protectionstatus. Mov e the mouse pointer overthe
iconto display the meaning of theicon and the protectionversion.

. @ Updated
o @ Not updated

=+ "
. + Awaiting restart

- Knowledge update: This indicates the status of the signature file. Mov e the mouse pointer
overtheiconto display the meaning of the icon and the update date.

. @ Updated
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° [!«J Hasn’t connectedinthelast 72 hours

. X Not updated

- Protection: Indicates the protectionlevelof the computer. Mov e the mouse pointerover
theicontodisplaythe protections enabled.

A . .
. = Allavailable protections are enabled

1 . ) .
. = Some of the available protections are disabled

. Systems with on-demand or scheduled protections

. [«W One or more of the protections has an error

- Last connection: Date on whichthe computerlast connectedto the Adaptive Defense
server.

- Remote access: It means that the computer has at least one remote access toolinstalled.
If the computer has only one toolinstalled, clicktheiconto accessit.Enterthe relevant
credentials and access the computer. If the computer has multiple toolsinstalled, place
the mouse pointer overtheiconto display all ofthem. Selectone to access the computer
remotely. See Chapter Remediationtools for more information.

Unprotected tab

- Computer: Thisshows the list of unprotected computers, presented either by their name or
by their IP address.

- Status: Thisshows the status of the protectionthrough aseries oficons.
. @ Installed

e & yninstalled
L) . .
° & Uninstallation error

° 'ﬁ)lnstallation error

. rw Protectionsuccessfully uninstalled

- Details: Specifies the reason forthe computer status. For example, if the statusis Installation
error,in Details you will see the error code. If the Status columnshows Unprotected, the
Details column will display Protection uninstalled.

- Last connection: This shows the date and time of the last connectionwiththe computer.

- Remote access:If an iconisdisplayedin this column, it means that the computer has at
least oneremote accesstoolinstalled. If the computer has only one toolinstalled, clickthe
iconto accessit.Enterthe relevant credentials and access the computer.

Without a license tab

- Computer: Thisshows the list of computers without alicense, presented either by their
name or by their IP address.

- 0.S.: This shows the operating system and service packversion (inthe case of Windows).

- Reason: This givesthereason why the computer doesn’t have a license:insufficient valid
licenses orthe computer doesn’t meet the restrictions of the group it belongs to.

Excluded tab

- Computer: Thisshows the list of excluded computers, presented eitherby their name or by
their IP address.

- Group: Group that the excluded computer belongs to.
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15.3.3 Actions on selected computers
Allthe lists have aninitial selection column. Click the box at the top to select (or unselect) all items
inthelist. At the foot of the table there is a paginationtool to ease navigationthrough the pages.

Select one or more computers in the table to take the actions available on the relevant tab.

= 'J Pﬂndc | Adaptive [[lesiust Advanced search B {3} 8 pm ad360

Defense 3560

STATUS [Relol¥UM=sEl INSTALLATION | SETTINGS | QUARANTINE | REPORTS | OTHER SERVICES

> Computers

Protected Unprotected (0) Without a license (0) Excluded (0)
prrp— O restorc) vove Y polete)

My organization Find computer. Advanced Export«
v @ Computer status: Computers updated (no connection to the serverinthe last 721 ¥
North
8 No Operating system: All M
3 South

«| Show computers in subgroups

Protected tab

- Add computer: This shows the Adaptive Defense agent installation wizard for adding new
computersto the administration console.

- Restart: Thisrestarts the selected computers.
- Move:This letsyoumove the selected computersto another group.

- Delete: This optionremov es the computerfrom the Adaptive Defense database, although
ifthe agentis not deleted, it will reappear after the next connection.

- Remote access: Thisindicates that the computer has a remote accesstool installed. If the
computer has only one toolinstalled, clicktheiconto accessit.Enter therelevant
credentials and access the computer. If the computer has multiple toolsinstalled, place
the mouse pointer overtheiconto display all ofthem. Selectone to access the computer
remotely. See the chapter Remediationtools for more information.

Unprotected tab

- Delete selected computers: The selected computers willbe removed fromthe Adaptive
Defense database.

- Delete all computers

- Exclude selected computers

Without a license tab

- Delete selected computers
- Delete all computers

- Exclude selected computers

Excluded tab

- Delete selected computers

- Delete all computers
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15.3.4 Details of Windows
If you want to access detailedinformation about a computer, clickonit. You will be taken to the
Computer details window, where you will find information about the computer's status regardless

of whether it is protected or not.

Computer details

- Name

- IPaddress

- Domain

- Active Directory path: Only ifthe computer belongsto an Active Directory.
- Group

- Installation date

- Protectionversion

- Agentversion

- Knowledge date: Signature file date
- Last connection

- Operating system

- Mail server

- Comments: Use the Comments fieldif you want to add additional informationto identify
the computer.If you are a user with monitoring permissions, you will not be able to use this
field.

Protection

This displays the status of the protection modules

- Advanced protection. This indicates the protection mode: Monitor, Hardening, Lock.

Tools available

@ ‘ See the relevant chapter for more information aboutthe Adaptive Defense remediationtools.

- Report problemwith this computer: Use this optionif you want toreport acomputer
problemto Panda Security’s qualified technicians.

- Restart computers: Use thisto restart those computers which, forsome reason, appear on
the list of protected computers asrequiring arestart.

- Delete from database: If you want to delete those computers that have not connectedto
the serverforalong time, use the Delete from database option. You won't be able to
accessthemor view any information about them.

- Exclude:Excluded computers will be shown inthe list of excluded computersinthe
Computers window. No information or alerts will be displayed about them anywhere else

in the console. You can undo these exclusions at any time.
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16. Reports

Report types
Generating and sending reports
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16.1. Introduction

Adaptive Defense lets you generate reports about the security status of your network and any

detections made over a given period of time.

16.2. Types of reports

Adaptive Defense provides two types of reports:

- Executivereport

- Console accessaudit

16.2.1 Executive report

This report shows the threats detected by the advanced protectionin the selected date range. It
also displays the computers that represent the greatest risk, that is, those computers where most
infections have been detected.

Finally, it provides detailed information about each detected threat:

- Malicious programs
- Potentiallyunwanted programs (PUPs)

- Programsunder investigationinour lab

Foreach of these you can see the total number of infections, the number of devices onwhich they
have beendetected, whether theyhave beenrun,ifthey have made an external connection and

if they have accessed data.

16.2.2 Console access audit report

This report shows the accesses to the console by the service administrators.
The report includes a line for every access to the Web console, and displays the following

information:

- User:Loginused to accessthe console.
- Permissions: Permissions of the administratoraccount used to access the console.
- Login date: Date and time when the user loggedin to the console.

- Logoutdate: Date and time when the userlogged out of the console.

16.3. Generating and sending reports

In the Web console, mainwindow, click Reports. A new window will open, divided into the following

sections:

- Reportname and content

- Reportscope
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- Schedule sending by email

16.3.1 Report name and content

Select the name, type and period covered by the report (last 24 hours, last week or last month).

The latter option only applies to the Executive, Detection and Threat reports.

Report name: New Report

Report content:
Executive (Threats and {opgj =1
Include information frol Last 24 hours v

16.3.2 Schedule sending by email

If you don't need to schedule and send the report, but want to view it immediately, click Show
report. Set the Frequency field to Do not send. The report will be immediately generated, and will
appear on the report list in the left-hand side of the window.

You can save a limitless number of reports. To access a report, simply clickits name on the list that
appears on the left side of the Reports window.

You can schedule tasks to send reports by email to selected recipients in different formats.

Schedule sending by email:

IFrequencv: Weekly v Day: Sunday v Hour: 0800 v I
Format XML v
——

To:

(Enter the values separated by a semi-colon )

CcC

Subject: Adaptive Defense 360 report

To do that, enter the following data:

- Frequency:The frequency of sending the report. Depending on the optionyou choose
you will be able to select aday of the week, the time of the day orthe day of the month
on which the report will be sent:

e Monthly
e Weekly
e Daily

e The 1st of the month

- Format: The report format

e XML
e CSV
o |FF

e PDF
e Web
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e Excel
- To:The recipient's email address
- CC: Usethisfieldifyou want to 'carbon copy' anotherrecipient

- Subject: The subject line of the message

You can schedule up to 27 report send tasks. If you reach that limit, you will need to delete a

previous task to create a new one.
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Advanced computerdisinfection
On-demand restart
Remote desktop access
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17.1. Introduction

Adaptive Defense providesseveral remediationtoolsthat allow administrators to resolve the issues
found in the Protection, Detection and Monitoring phases of the adaptive protection cycle
presented in chapter 3.

Some of these tools are automatic and don't require administrator intervention, whereas other
require the execution of certain actions through the Web console.

All of the remediation tools included in Adaptive Defense can be used from the Web console
without having to physically go to the affected user's computer, thus saving time and trav el costs.
The table below illustrates the tools available for each platform and their type (manual or

automatic).

Remediation
Purpose
tool
Computer To disinfect computersaffected by both conventional and
disinfection advanced malware particularlyresilient toremoval.
On-demand Restarts computers to apply updates, finish manual disinfectiontasks
restart and fix protection errors.

Remote desktop

Remote control toolsto accessinfected computers.
access

17.2. Automatic file disinfection

Automatic disinfection may fail on computersinfected with advanced malware or PUPs, as these
threats are much harder to neutralize. These computers can be easily identified by administrators
as they will cause new incidentsto be constantlyreportedinthe dashboard's Activity panel. Only
in those cases will it be necessary to use the advanced disinfection tool.

Once theinfected computershavebeenlocated, the network administrator canlaunch our Cloud
Cleaner disinfection tool remotely from the administration console. To do that, click the Malicious
programsor Potentially unwanted programs panel (depending on the nature of the incident) in
the Activity area. Click the specific incident and then click Disinfect computer.

You can also disinfect a computer from the Computer details window (go to the Computers tab,
click Protected, click the relevant computer and finally click Disinfect computer).

Cloud Cleaneris a specialized tool for disinfecting advanced malware. To launch it, click

the Disinfect computer button as previously explained.
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Protection

Status:

Advanced protection OError How to fix errors

I See disinfection results F§ Disinfect computer‘

Remote access

Log.N.\E ) E‘lTeam\/\e\Ner v?é Real VNC
A

CCess Access Access

You will then be shown a quick setup window.

Disinfect computer X

Select the disinfection options

Rermove viruses
# Delete PUPs
Clear browser cache
Delete browsing history
¥ Delete browser cookies

¥/ Restore the system policies typically modified by malware (for example, disable the
Task Manager or the Registry Editor)

Do you want to display the disinfection console on the computer?

No, disinfect silently v |

The disinfection menu options are as follows:

- Remove viruses: This checkbox is always enabled and cleans the viruses found on the
computer.
- Delete PUPs: Deletes potentially unwanted programs.

- Clear browser cache: Cleans the cache of the Web browserinstalled onthe computer
(Internet Explorer, Firefox or Chrome).

- Delete browsing history: Cleans the W eb browsing history.
- Delete browser cookies: Deletes the browsercookies.

- Restore the system policiestypically modified by malware: Restores accessto the task
manager, shows file extensions, and generallyrestores everysystem policy changed by
the malware.

- Do you want to display the disinfection console on the computer? If the answeris yes, it
shows the Cloud Cleaner console along withthe disinfectionresults.

Once configured, a disinfection task will be created.

128



J panda

Disinfect computer X

Disinfection task created

Please bear in mind that it might take a few minutes to launch the task and that the
disinfection process might also get delayed.

After the disinfection task is complete, you can check the results by clicking the "See
disinfection results” link.

Close

Afterrunning the task, you'll be able to view the resultsby clicking the See disinfection results link.

For more information about Cleaner Monitor, refer to the product’s Web help or visitthe
link http://pcopdocuments.azurewebsites.net/Help/pccm/en-US/index.htm

If you have problems disinfecting a PC, we advise you to manually download and run the mostup-
to-date version of Panda Cloud Cleanerfrom: http://pandacloudcleaner.pandasecurity.com

17.3. Restarting computers

The Web console lets administrators restart computers remotely. This is very helpful if you have
computers whose protection you need to update or protection problems to fix. Only those

listed on the

computers restarted

list of protected computers can be remotely.

To do that, go to the Computerswindow / Protected tab, selectthe checkbox next to the computer

or computers that you want to reboot, and click Restart.

¥ COMP_0016_UA@GC.. & (¥4 & 9/28/2015 2.:07:56 PM []

¥ COMP_0017_UA@C.. [ (%] ™ 9/28/2015 2:07:56 PM []

[ COMP_0018_UAGC. F (53] [} 9/28/2015 2:07:57 PM

[ COMP_0019 UAGC. & [¥)] & 9/28/2015 2:07:58 PM

[ COMP_0020_UAG.. [ (%3] ™ 9/28/2015 2:07:59 PM

] COMP_002?2 UAGC. (%] (%] ™ 9/28/2015 2:08:01 PM

[ COMP_0023_UAGC. (%] [¥)] [¥)] 9/28/2015 2:08:02 PM

[ COMP_0024_UAGC. 3 ™ [¥)] 9/28/2015 2:08:03 PM

ltems perpage 20 ¥ 1-20 of 554 items 12345678910 . > b

=

Alternatively, you can also click a computer's name, access the Computer details window and

click the Restart button.
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Protection

Status:

Advanced protection © Not applicable
File protection © Enabled

Mail protection © Enabled
Internet browsing protection © Not applicable
Firewall protection © Enabled
Device control O Not applicable

Antivirus protection for Exchange Server @ Not applicable
Anti-spam protection for Exchange Server © Not applicable
Content filtering for Exchange Server © Not applicable
Web access control © Not applicable

See disinfection results F@ Disinfect computer

Remote access

v?é Real VNC

Access

Report problem with this computer £) Restart Delete from database

17.4. Remote desktop Access

17.4.1 Viewing computers with remote access tools installed

The remote access feature letsyou access your networkcomputers from the administration console
without physically having to be in front of them.

Adaptive Defense lets you access your network computers using any of the following remote

access tools:

- TeamViewer:from3.x to 8.x

- RealVNC:4.6.0,45.4,44.4,432,429and VNCfree4.1.3

- UltraVNC:1.0.9.5,1.0.8.2,1.0.6.5,1.05.6 and 1.0.1.2

- TightVNC:2.0.2,2.0.1and 2.0.0

- Logmeln
A small icon will be displayed in the Computers window for any computer with any of these tools
installed. If the computer has only one tool installed, click the icon to access it. Enter the relevant
credentials and access the computer.

You canenterthe credentialsfromthe Computerswindow orinthe Preferenceswindow accessible

through the@ iconlocated at the top of the console.

Remote Access
¥ Let my service provider access my computers remotely.
Configure the credentials to access your computers remotely.

User Password
E LogMeln | | | |

[‘3 TeamViewer | || |
V& e | | |

130



J panda

If the computer has multiple toolsinstalled, placing the mouse pointer overtheiconwill display all

of them. Select one to access the computer remotely.

E LogMeln
a Team¥iewer

V2 Real¥NC

3

If a computer has different VNC tools installed, you will only be able to access it through one of
them, in the following order of priority: 1-RealVNC, 2-UltraVNC, 3-TightVNC.
You will be able to access more or fewer computers depending onwhether you hav e total control

or administrator permissions.

If you only have monitoring permissions, you willnotbe able to access any computers, andthe
@ icon in the Remote access column will be grayed out.

17.4.2 How to getremote accessto another computer

Remote access from the Computers window

The first time that you access the Computers window, a warning will be displayed indicating that
the network computers don't have anyremote accesstoolsinstalled. If youwant toinstall aremote

access tool on them, click the link in the warning.

Remote access from the Computer details window
You can also use the remote access feature from the Computer details window, provided the
selected computerhas aremote accesstoolinstalled. If so, clickthe icon belonging to the remote

access tool that you want to use.

Remote access

& Tight VNC

Access

To access other computers remotely, install one of the supported remote access tools on them:
TightVNC, UltraVNC, RealVNC, TeamViewer or LogMeln.
If a computer has multiple VNC tools installed, remember that you will only be able to access it

using one of the tools in the specified order of priority.

17.4.3 How to use the remote access tools

VNC tools
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These tools can only be used to access computers on the same local network as the customer.
Depending on the authenticationsettings established, you might be able to access them without
havingto enter any credentialsinthe console, or otherwise youmay have to enter a password, or
a user name and a password to establish aremote connection.

For an administrator to be able to access computers using VNC they must allow execution of a

Java applet on their computer, otherwise, they will not be able to access them.

TeamViewer

This tool can be used to access computers outside the customer's local network.

To access computers throughTeamViewer youwill only needto enter the computer password. The
“user” field can be left blank.

The password you must enter to access a computer through TeamViewer is the computers
TeamViewer password or the password for unattended accesstocomputers. Itis not the customers
TeamViewer account password.

It is advisable to have the same TeamViewer password on all computers.

The administrators computer (the computer from which the Adaptive Defense Web console is
accessed) must have TeamViewer installed (it is not enough to have it in "run without installation”

mode).

LogMeln
This tool can be used to access computers outside the customer's local network.
To access computers via LogMein, you need to enter the LogMeln account user name and

password.
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18. Forensic
analysis

Forensic analysis using the action tables
Forensic analysis using the activity graphs
Interpreting the action tables and activity
graphs
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18.1. Introduction

When the Adaptive Defense dashboard displays an infection, it needs to be determined to what
extent the network has been compromised and how to protect it from future attacks.

New generation malware is characterized by going undetected for long periods of time, taking
advantage of this to access sensitive data or company intellectual property. Its objective is
economic gain, either through blackmail by encrypting company documents or selling the
information obtained to the competition, among other strategies common to these types of
attacks.

Whateverthe case,itisvital to determine the actions that the malware performed onthe network
in order to take appropriate measures. Adaptive Defense is able to continuously monitor all actions
triggered by threatsand store themto show their path, fromtheir initial appearance onthe network
until their neutralization.

Adaptive Defense visually displays this type of informationintwo ways: through actiontables and

graphs.

18.2. Forensic analysis using the action tables

The Status window |lets you access lists of the threats detected onthe network by clicking the panels
available inthe Activity section. Click any of the threats to obtain atable with detailed information

about their activity.

Establishes
an

Accesses outbound
Computer Name Path Status data connection Date
Machine Trj/CLA MYDOCUMENTS|\doewnloads\neil armstrong transmisin original del alunizaje 1969 apolo  Run No Yes 9/9/2015 [
3111-16 11 mphL.exe 43010
PM
Machine Tri/WLTB TEMP|\62b2153392561255386e5f059¢2161cd Blocked  Yes Yes 9/9/2015 ol
3111-7 5:08:25
PM
—
Path TEMP\62b2153392561255386e5f05
Dwell time:
MDS: 62B2153392561255386E5
Q searchin Google Q, search in VirusTotal
Malware life cycle on the computer
Select an actio ¥ Select a hash v Select atrustec ¥
9/9/2015 40331 PM 1 Is created by SYSTEMDRIVE|\Python27\pythonwex 9F20D976AFFFB2DOBYBE38B476CB2053 ¥ Yes
e
9/9/2015 £0355 PM 1 Is run by SYSTEMDRIVE|\Python27\pythonw.ex ~ 9F20D976AFFFB2DOBYBE38B4TACB2053 v Yeos
e

The fields included to generally describe the threat are:

- MD5: Adaptive Defense shows the malware hash for subsequent checkingin VirusTotal or
Google.

- Malware path: Path of the executable that contains the malware.
- Dwelltime: Time that the threat hasremainedin the system without being classified.

- Malware life cycle on the computer: Thisis a table that details each of the actions
triggered bythe threat.
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Additionally, there are two buttons to search for furtherinformation on the Internet using Google

and the VirusTotal website.

18.2.1 Action table

The actiontable for the threat includes only relevant events, because the amount of actions

triggered by a process is so high that it would prevent the extraction of useful information for a

forensic analysis.

The table contentisinitially presentedindate order, making it easier to follow the dev elopment of

the threat.

The fields included in the action table are detailed below:

- Date: Date of the action

- Times:Number of times the actionwas executed. Asingle action executed sev eral times
consecutively only appears once in the list of actions.

- Action: Actionimplemented. Below s alist of the actions that can appear inthisfield:

File download
Socketused
Accessesdata

Is run by

Runs

Is created by

Creates

Is modified by
Modifies

Isloaded by

Loads

Isinstalled by

Installs

Is mapped by

Maps

Is deleted by

Deletes

Isrenamed by
Renames

Is killed by

Kills process

Remote thread created by
Creates remote thread
Kills process

Remote thread created by
Creates remote thread
Comp opened by
Openscomp

Comp created by

135



J panda

e Createscomp
= Creates Reg Key to exefile
< ModifiesReg Key to exefile
- Path/URL/Registry key/IP:port: Action entity. Depending on the actiontype it can contain:
= Regqistry key: For all actions that involve modifying the Windows registry

= |P:port: For all actions that involve communicatingwithalocal or
remote computer

= Path: Forall actionsthat involve accessto the computer hard disk
e URL: For allactionsthat involve accessto a URL

- File Hash/Registry Value/Protocol-Direction/Description: This field complements the entity.
Depending on the actiontype it can contain:

« File Hash: For all actionsthat involve accessto afile

= Regqistry Value: For all actions that involve accessto the registry

= Protocol-Direction: For all actions that involve communicating with a
local orremote computer. The possible values are:

- TCP

- UDP

= Bidirectional

= UnKnown

= Description
- Trusted: The fileis digitallysigned

To locate actions of most interest in the list, there is a series of filters in the table header.

I I Selectana I | Select a hash v| |
| ction

Some of the fields are text type fields and others are drop-down menus with all the various

occurrences giveninthe selected column. Text searchesare flexible and do not require the use of

wildcards to search within the text string.

18.2.2 Subject and predicate in the actions

To correctlyunderstand the format used to present the informationinthe actionlist, a parallel needs

to be drawn with the natural language:

- Allactions hav e as the subject the file classified as malware. This subjectis not indicatedin
eachline of the actiontable because itis common throughout the table.

- Allactionshave averbwhichrelates the subject (the classified threat) with an object,
calledthe entity. The entityisindicated inthe Path/URL/Registry key/IP:port field of the
table.

- The entityis complemented withasecond field which adds informationto the action,
which is the Hash/Registry Value/Protocol-Direction/Descriptionfield.

The example below illustrates two actions carried out by the same hypothetical malware:

Hash/Registry

Path/URL/Registr Value/Protocol-

N ES Trusted

y key/IP:port Direction/Descripti
on
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3/30/2

015 Connects ) .

1 . 3

4:38:40 to 54.69.32.99:80 TCP-Bidrectional NO

PM
3/30/2 PROGRAM_FILES |\

015 1 MOVIES 9994BF035813FESEB

PN Loads NO
4:38:45 TOOLBARN\SAFETYN 6BC98ECCBD5BOEL

PM UT\SAFETYCRT.DLL

The first action indicates that the malware (subject) connects to (action) the IP address
54.69.32.99:80 (entity) through the TCP-bidirectional protocol.

The second action indicates that the malware (subject) loads (action) the library
PROGRAM_FILES|\MOVIES TOOLBAR\SAFETYNUT\SAFETYCRT .DLL with hash
9994BF035813FES8EBG6BCO8ECCBD5BOEL

As with natural language, two types of sentences are implemented in Adaptive Defense:

- Active: These are predicative actions (withasubject and predicate)related by an active
verb. Inthese actions, the verb of the actionrelates the subject, whichis always the
process classified as a threat, and a direct object, the entity, which canbe multiple
accordingtothe type of action.

- Passive: These are actions where the subject (the process classified as malware) becomes
the passive subject (whichreceivesratherthan executesthe action),and theverbis

passive (to be + participle). Inthis case, the passive verbrelatesthe passive subjectwhich
receivesthe actionwiththe entity, which performs the action.

Examples of active actions are:

- Connects to
- Loads
- Creates

Examples of passive actions are:

- Iscreated by
- Is downloaded from

An example of a passive actionis:

Hash/Registry

Times Action Path/URL/Registr yalug/Protocql— . Trusted
y key/IP:port Direction/Descripti
on
3/(;30/2 7522F548A84ABAD
15 Is run by WINDOWS I\ 8FA516DE5AB3931E NO
4:51:46 explorer.exe F
PM

In this action, the malware (passive subject) is run by (passive action) the
WINDOWS |\explorer.exe program (entity) with hash
7522F548A84ABAD8BFAS516DESAB3931EF

@ Active actions letyou inspectin detail the steps taken by the malware. By contrast, passive actions
usuallyreflectthe infection vector used by the malware (which process runit, which process
copiedit to the user's computer, etc.).
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18.3. Forensic analysis using the activity graphs

Execution graphs visually display the information shown in the action tables, emphasizing the
temporal aspect.
The graphs are initiallyusedto provide, at aglance, a general idea of the actions triggered by the

threat.

' =
rar.exe

pandacloudtestfilel.exe

SYSTEMDRIVE|\Users\ADMINI~2\AppData
Cre# fichero PE \Local\Temp\OnAccessCR4736\PandaClou
dTestFilelexe

python.exe

EXE

E01A57998BC116134EE96B6D5DDBBAT3
orra PE T, B e Malwa
4 Trj/CLA
gmd.exe
EPTVOTIO

pandacloudtestfilelgexe

Renombrz

Carga libreria

18.3.1 Diagrams

The string of actions in the execution graph view is represented by two items:

- Nodes: They mostlyrepresent actions orinformationitems

- Llines and arrows: They unite the action and information nodes to establishatemporal
order and assign each node the role of “subject” or “predicate”.

18.3.2 Nodes
The nodes show the informationthroughtheir associatedicon, color and descriptive panel on the
right of the screen when selected with the mouse.

The color code used is as follows.

- Red: Untrusteditem, malware, threat.
- Orange: Unknown item, unclassified.

- Green: Trusted item, goodware.

Listed below are action-type nodes with a brief description:

Node Type Description

. - File downloaded
Action

Compressed file created
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Q.
Q

9 Action - Socket / communication used
@ Action - Monitoring initiated
° Action - Process created
- Executable file created
e Action - Library created
- Keycreatedinthe registry
. - Executable file modified
Action
- Registry key modified
Action - Executable file mapped for write access
Action - Executable file deleted
% Action - Libraryloaded
9 Action - Service installed
Action - i
Executable file renamed
g Action - Process stopped or closed
\ .
e Action - Thread created remotely
@ Action - Compressed file opened

Listed below are descriptive-type nodes with a brief description:
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Description

File name and extension

e Green: Goodware

| ' | Final
e Orange:
Node .
filename.exe filename.exe filename.exe Unclassified
e Red: Malware/PUP
Internal computer (it is on
) the corporate network)
Final
m |;| e Green:Trusted
Node
pcname pename pname e Orange: Unknown
e Red: Untrusted
External computers
Final e Green: Trusted
i Node e Orange: Unknown
p.mame p.-;name pcl'l.ar‘I"IE
e Red: Untrusted
) Country associated withthe
Final
IP address of an external
Node
- computer
pain

= Final
h Node

File and extension

Final

Registry key

18.3.3 Lines and arrows

The lines of the graphs relate the different nodes and help to establish the orderin which the actions

performed by the threat were executed.

The two attributes of aline are:

- Line thickness: The thickness of a line which joins two nodesindicates the number of
occurrences that this relationship has had inthe graph. The greater number of

occurrences, the greater the size of the line

- Arrow: Marks the direction of the relationship between the two nodes

18.3.4 The timeline

The timeline helps control the display of the string of actions carried out by the threat over time.

Using the buttons at the bottom of the screen you can position yourself at the precise moment

where the threat carried out a certain action andretrieve extended information that can help you

in the forensic analysis processes.

The timeline of the execution graphs looks like this:
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1l I I

02:00 03:00 04:00 05:00 06:00 07-:00 08:00
e, 6 marzo

TimeLine Iniciar Detener > Seleccionar todos los nodos Primer nodo

Initially, you can select aspecificinterval onthe timeline dragging the interval selectors to the left

or right to cover the timeframe of most interest to you.

Timeline i Primer nodo

After selecting the timeframe, the graph will only show the actions and nodes that fall within that
interval. The rest of the actions and nodes will be blurred on the graph.
The actions carried out by the threat are represented onthe timeline as v ertical bars accompanied

by the timestamp, which marks the hour and minute when they occurred.

ie & mMarzo

TimeLine Iniciar

03:

18.3.5 Zoom in and Zoom out

The + and - buttons of the time bar allowyou tozoom in or zoom out for higher resolutionif there

are many actions in a short time interval.

18.3.6 Timeline

To view the string of actions run by the threat, the following controls are used:

- Start: Startsthe execution of the timeline at a constant speed of 1x. The graphs and lines of
actions will appear while passing along the timeline.

- 1x: Establishesthe speed of traveling along the timeline

- Stop: Stopsthe execution of the timeline

- +and -:Zoomin and zoom out of the timeline

- <and >: Movesthe node selectionto the immediately previous or subsequent node
- Initial zoom: Restores the initial z-oomlevel if modified with the + and - buttons

- Selectallnodes: Movesthe time selectorsto coverthe whole timeline

- Firstnode: Establishesthe timeinterval at the start,anecessarystep forinitiating the
display of the complete timeline

f Todisplaythe full path of the timeline, firstselect “Firstnode” and then “Start”. To setthe travel
speed, selectthe button 1x.
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18.3.7 Filters

The controls for filtering the information shown are at the top of the graph.

Filter | action [] Entity [~] s Clear

The filtering criteria available are:

- Action: Drop-down menu which lets you select anactiontype from all those executed by
the threat. Thisway, the graph only shows the nodes that matchthe actiontype selected
and the adjacent nodes associated with this action

- Entity: Drop-down menu which lets you choose an entity (the content of the field
Path/URL/Registry key/IP:port)

18.3.8 Node movement and general zoom

To move the graph in four directions and zoom in orzoom out, you can use the controlsinthe top

right of the graph.

.@'. ‘ Tozoom in and zoom out more easily, you can use the mouse scroll wheel.
A

The X symbol allows you to leave the graph view.

If you would rather hide the timeline buttonzone to use more space on the screenfor the graph,

you can select the symbol situated in the bottom right of the graph.
Finally, the behavior of the graph when it is displayed on screen or dragged by one of its nodes
can be configured using the panel shown below, accessible byselecting the buttoninthe top left

of the graph

=
|

142



J panda

Distribucidn;

Personalizada v

Barnes Hut ®Repulsion lerarquica
Repulsién
Distancia entre nodos 0 E| 300 150
;Lle.f;de gravedad CE 3 0.01
Longitud del muelle 0 E| 500 100
Constante del muelle CE 05 0.002
Amortiguamiento 0 E| 0.3 009
Opciones:

Activar curvas suaves | | Reinicializar |

18.4. Interpreting the action tables and activity graphs

Certaintechnical knowledgeisrequiredto correctlyinterpretthe actiontablesand activity graphs,
as bothresources are representations of the dumping of the evidence collected, which must be
interpreted by the company's network administrator.

In this chapter, some basic interpretation guidelines are offered through several real malware

examples.

The name ofthe threats indicated here can vary among different security vendors. You should use
the hash ID to identify specific malware.

18.4.1 Example 1: Display of the actions executed by the malware Trj/OCJ.A

The top of the alerts table shows critical information about the malware found. In this case the

important data is as follows:

- Date: 06/04/2015 3:21:36

- Computer: XP-BARCELONA1
- Name:Trj/OCJ.A

- Type:MW

- Status: Run

- Malware path: TEMP | \Rar$EXa0.946\appnee.com.patch.exe

Status
The malware status is Run due to the fact that the Adaptive Defense mode configured was
Hardening: The malware already resided on the computer when Adaptive Defense was installed

and was unknown at the time of running.

Hash

The hash string can be used to obtain more information onsites such as VirusTotal to gain a general

idea of the threat and how it works.

Malware path

The path where the malware was detected for the first time on the computer belongs to a

temporary directory and contains the RAR string. Therefore, it comes from a RAR file temporarily
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uncompressed in the directory, and which gave the appnee.com.patch.exe executable as the

result.
Action table
Step Date Action Path
Created . )
1 3:17:00 b PROGRAM_FILES | \WinRAR\WIinRAR.exe
y

2 3:17:01 Is run by PROGRAM_FILES | \WinRAR\WInRAR.exe

3 3:17:13 Creates TEMP | \bassmod.dll
PROGRAM_FILES | \Adobe\ACROBAT

4 3:17:34 Creates
11.0\Acrobat\AMTLIB.DLL.BAK

5 3:17:40 Modifies PROGRAM_FILES | \Adobe\ACROBAT 11.0\Acrobat\amtlib.dll
PROGRAM_FILES | \ADOBE\ACROBAT

6 3:17:40 Deletes
11.0\ACROBAT\AMTLIB.DLL.BAK
PROGRAM_FILES | \Adobe\ACROBAT

7 3:17:41 Creates
11.0\Acrobat\ACROBAT.DLL.BAK
PROGRAM_FILES | \Adobe\ACROBAT

) 3:17:42 Modifies
11.0\Acrobat\Acrobat.dll

9 3:17:59 Runs PROGRAM_FILES | \Google\Chrome\Application\chrome.exe

Steps 1 and 2 indicate that the malware was uncompressed by WinRar.Exe and run from that
program. The user opened the compressed file and clicked its binary.

Once run, instep 3the malware created a DLL file (bassmod.dll)inatemporaryfolder, and another
one (step4)intheinstallation directory of the Adobe Acrobat 11 program. Instep 5, it also modified
an Adobe DLL file, to take advantage perhaps of some type of program vulnerability.

After modifying other DLL files, it launched an instance of Chrome which is when the timeline
finishes. Adaptive Defense classified the program as a threat after that string of suspicious actions
and stopped its execution.

The timeline shows no actions on the registry, soitis verylikely that the malware is not persistent or
has not been executed up to the point of surviving a restart of the computer.

The Adobe Acrobat 11 software has been compromisedso a reinstallisrecommended; however,
thanks to the fact that Adaptive Defense monitors both goodware and malware executables, the
execution of a compromised program will be detected when it triggers dangerous actions, and

ultimately be blocked.

18.4.2 Example 2: Communication with external computers by BetterSurf
BetterSurfis a potentially unwanted program that modifies the W eb browser installed onthe users
computer and injects ads in the Web pages that they visit.

The top of the alerts table shows critical information about the malware found. The following data

is provided in this case:
- Date: 3/30/2015
- Computer: MARTA-CAL
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- Name: PUP/BetterSurf
- Type:MW
- Malware path: PROGRAM_FILES | \VEROBLOCKANDSURF\N4CD190.EXE

- Dwelltime: 11 days 22 hours 9 minutes 46 seconds

Dwell time

In this case, the dwell time was verylong: the malware was dormant on the customer's network for
almost 12 days. This is increasingly normal behavior and may be for various reasons: perhaps
because the malware has not carried out any suspicious actionuntil verylate, or simply because

the user downloaded the file but did not run it at the time.

Action table
Step Date Action Path / IP ‘
201
1 08/1013.160 ° Created by TEMP | \08c3b650-e9e14f.exe
2 03/18-/2015 Is run by SYSTEM | \services.exe
11:16
3 03/115126015 Loads PROGRAM _FILES | \VEROBLOF\N4Cd190.dll
03/18/2015
4 11-16 Loads SYSTEM | \BDL.dll
5 03/18./2015 Socket used 127.0.0.1:13879
11:16
6 03/18/2015 Socket used 37.58.101.205:80
11:16
03/18/2015 _
7 1117 AM Socket used 5.153.39.133:80
03/18/2015 _
8 1117 AM Socket used 50.97.62.154:80
03/18/2015 _
9 1117 aM_ Socket used 50.19.102.217:80

Here it can be seen how the malware established communication with several different IP
addresses. The first of them (step 5)isthe computeritself, and the rest are external IP addresses to
which it connects via port 80 and from which the advertising content is probably downloaded.
The main prevention measure in this case will be to block those IP addresses in the corporate

firewall.

Before addingrules to block IP addresses in the corporate firewall, you should consultthe IP

A addresses to be blocked in the associated RIR (RIPE, ARIN, APNIC, etc.) to see the networkto which
they belong. In many cases, the remote infrastructure used by the malware is shared with

legitimate services housed in providers such as Amazon and similar, so blocking IP addresses

would be the same as blocking access to normal Web pages.

18.4.3 Example 3: Access to the registry by PasswordStealer.BT

PasswordStealer.BT is a Trojan that records the user's activity on the computer and sends the
information obtained to the exterior. Among other things, it is able to capture the user's screen,

record the keystrokes and send files to a C&C (Command & Control) server.
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The top of the alerts table shows critical information about the malware found. The following data

is provided in this case:

- Malware path: APPDATA | \microsoftupdates\micupdate.exe
The name and location of the executable indicate that the malware poses as a Microsoft update.
This particular malware is not able to infect computers by itself; it requires the user to run the virus

manually.

Status
The malware status is Run due to the fact that the Adaptive Defense mode configured was
Hardening: The malware already resided on the computer when Adaptive Defense was installed

and was unknown at the time of running.

Action table
Step Date Action Path
1 03/2331_;29015 Is run by PROGRAM_FILESX86 | \internet explorer\iexplore.exe
5 03/2331_;25015 Cre;;ed INTERNET_CACHE | \Content [E5\QGV8PV80\ index[1].php
03/31/2015 %Za;g; \REGISTRY\USER\S-1-5[...]9-
) 5659\Software\Microsoft\Windows\ CurrentVersion
3 23:30 to exe .
file \Run?MicUpdate
03/31/2015
4 2330 Runs SYSTEMX86 | \notepad.exe
Remote
03/31/2015 thread
5 23:30 created SYSTEMX86 | \notepad.exe
by

In this case the malware is created in step 2 by a Web page and run by Internet Explorer.

@ The order of actions has a granularity of 1 microsecond. For thisreason, several actionsexecuted
within the same microsecond may notappear in order in the timeline, as in step 1 and step 2.

Once run, the malware becomes persistentinstep 3 adding a branch in the registry which wil
launch the program when the computerstartsup. It then starts to execute malware actions such
as opening the notepad and injecting code in one of its threads.

As a remedial actionin this case and in the absence of a known disinfection method, you can
minimize the impact of this malware by deleting the registry entry. It is quite possible that on an
infected computer the malware prevents youfrom editing that entry; depending on the case, you

would have to either startthe computerinsafe mode or with a bootable CD to delete that entry.

18.4.4 Example 4: Access to confidential data by Trj/Chgt.F

Trj/Chgt.F was published by Wikileaks at the end of 2014 as a tool used by government agenciesin
some countries for selective espionage.

In this example, we'll go directly to the action table to show you the behavior of this advanced

threat.

Action table
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Step Date Action Path
1 ;/12714/50;'3 Is run by SYSTEMDRIVE | \Python27\pythonw.exe
2 ;/1281(/)210Pl|\?| Accesses data #.XLS
3 ;/12816210;& Accesses data #.DOC
4 ;/1281(/)20Pl|\i Creates TEMP | \doc.scr
5 ;1/1281620}31.& Runs TEMP | \doc.scr
4/21/2015 RUNS PROGRAM_FILES I \Microsoft
6 2:18:37 PM Office\Office12\WINW ORD.EXE
7 ;1/5281({)20;“3 Connects to 192.168.0.1:2042

The malware is initially run by the Python interpreter (step 1) to later access an Excel and Word
document (steps2 and 3). Instep4, a file witha.SCR extensionisrun, probably a screensaver with
some type of flaw or error that causes an anomalous situation in the computer and which might
be exploited by the malware.

A TCP type connection occurs in step 7. The IP address is private, so the malware would be
connecting to the customer's network.

In this case, the content of the files accessed must be checked to assess the loss of information,
althoughlooking at the timeline the information accessed seems to not hav e been extracted from
the customer's network.

Adaptive Defense will disinfect the threat, and automatically block subsequent executions of the

malware for that customer and other customers.
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19.1. Introduction

Adaptive Defense allows administrators to centrally install the Windows agent on small and
medium-sized networks by using the centralized distributiontool (included free of charge) or third-
party tools.

This chapter explains howtoinstall the Adaptive Defense agent on a Windows network with Active

Directory and with the distribution tool included in the solution.

19.2. Installation using Active Directory

Below we detail the steps for installation using GPO (Group Policy Object).

- Download and share the Adaptive Defense installer: Mov e the Adaptive Defense installer
to a shared folder whichis accessible to all the computers that are toreceive the agent.

- Open the “Active Directory Usersand Computers” applet and create a new OU
(Organizational Unit) called “Adaptive Defense”.

B Active Directory Users and Computers
File Action View Help
= — = o — 3 e =
e | 2EO0Hc=HEI &85 TFa%
: Active Directory Users and Comput | Name
| Saved Queries = Builtin
S S| betapangarasny c-
| Built Delegate Contral... trollers
= rom  Find... T
- X rityPrincipals
5| Dom  Change Domain... )
— . rvice Accounts
| Fore  Change Domain Controller. ..
| Man  Raise domain functional level...
| User  Operations Masters...
Conputer
All Tasks 3 Contact
- N Group
iew
InetOrgPerson
Refresh mslmaging-PSPs
Export List... MSMQ Queue Alias
Organizational Unit
Properties Printar
Help User
Shared Folder
| | i
|Create a new object...

- Open the Group Policy Management snap-in, and inDomains select the newly created
OU to block inheritance.
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File  Action View

E Group Policy Management

Window

Help

as|x

H=RiERERN 7|

jé Group Policy Management
B _ﬁ Forest: betapanda local
B [ 54 Domains
= fj betapanda.local

3| Domain Contl
Group Policy
= WMI Filters

]l Starter GPOs

Group Policy Modeling

| Group Policy Results

g

=/ Default Domain Palicy

betapanda.local
Linked Group Palicy Object
1

Create 3 GPO in this domain, and Link it here. ..
Link an Existing GPO. ..
k Inhel

Group Policy Modeling Wizard. ..
New Organizational Unit

New Window from Here

Delete
Rename
Refresh

Properties

Help

IToggIE block inheritance

- Createanew GPO inthe “Adaptive Defense” OU.

Name:

roup Pol

nagement

File Action View Window Help

I EEIE =R
1 Group Policy Management Adaptive Defen
[l 44 Forest: betapanda.local

=1 [ 54 Domains Linked Group Policy

I 5 betapanda local Link Order
] Default Domain Policy
o

(@] Domain Contre

Group Policy O

WMI Filters
5] Starter GPOs

& Sites

Group Policy Modeling

Group Policy Results

Link an
v Block Inheritance

Group Policy Modeling Wizard...
New Organizational Unit

View »
New Window from Here

Delete
Rename
Refresh

|Adapti\re Defense|

Source Starter GPO:

Properties

I{ncne}

o]

|Create a GPO in this domain and link it to this container

- Edit the GPO.
<L Fie

Action  View

E roup Policy Management

Window

Help

e

x

o ||

B [ £} Domains

i{ Group Policy Management
=] ﬁ Forest: betapanda.local

= ﬁ betapanda.local
=/ Default Domain Palicy
El (39 Adaptive Defense

Adaj
Scor
Link
Disp
The
T
Enforced 1
v Link Enabled
Save Report...
View 3

Mew Window from Here

Delete
Rename
Refresh

|open the GPO editor
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Add a new installation package which contains the Adaptive Defense agent. To do this,
you will be asked to add the installerto the GPO.

B Group Policy Management Editor

File  Acton View Help

€2 mHdlHE
_=-”' Adaptive Defense [VMBETA-200850L0.BETAPAMNDA.LOCAL] |
El &l Computer Configuration
=[] Policies
= [ | Software Settings
re installation
| windows Settings

Name

| Administrative Template
| Preferences
El 4%, User Configuration Paste
| Polices Refresh
j Preferences Export List...
Properties
Help

4 |
|Adds a package.

Select deployment method:
| Published
' Assigned
" Advanced

Select this option to Assign the application without modifications.

o]

Cancel

Once it has been added, go to Properties, Deployment, Advanced, and select the

checkbox that bypasses checking the target operating system against the one definedin

theinstaller.

File Acton View Help

B Group Policy Management Editor

@ #m|E ol

= }‘; Computer Configuration
Bl [ Polides
= [ Software Settings
Software installation
| Windows Settings
| Preferences
B % User Canfiguration
| Polices
| Preferences

Panda Endpoint Agent Properties

"General Deployment Upgrades I Categories I Modffications I Secu

r~ Depl it type
= Published
% Assigned

~ Depl

it options
¥ Eutoinstal this application by file extension activation

™ Uninstall this application when it falls out of the scope of
management

I™ | Dionot display this package in the &dd/Bemove Progranms cont
panel

™| Installthis application at logorn

i Installation user interface options

| Basic:

1% W awimun

Advanced...

_’; Adaptive Defense [VMBETA-200850L0 BETAPANDA.LOCAL] |

~| Administrative Templates: Policy definitions (ADM}

Mame = Version | Deployment state

' Autc-Instal
Assign
Fublish

All Tasks »
Refresh

Help
Advanced Deployment Options

|— nced deployment options:
nore language when deploying this package

¥ Make this 32-bit X86 application available to Wink4 machines.

[T Include OLE class and product information,

— Advanced diagnostic information:
{30083F1A-1028-4650-9091-CBABCF4T14CT}
Deployment Count:

Script name:

Product code:

“betapanda localtSysVol

“betapanda local\Policies
\{CY2EFBAT-B483-4773-A521-3BEOEFI24A56}
“WMachingApplications
\{81F108D9-04BE-4024-453C-591AD 7006080} aas

o |

Cancel |

Finally,in the previously created Adaptive Defense OU in “Active Directory Users and
Computers”, add all the network computers to which the agent will be sent.
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19.3. Installation using the distribution tool

19.3.1 Minimum requirements

Installing the agent with the distribution toolrequiresa Windows computerthat meets the following
minimum requirements:
- Operatingsystem: Windows, 10, Windows 8.1, Windows 8, Windows 7 (32-bit and 64-bit),
Windows Vista (32-bit and 64-bit), Windows XP Professional (32-bit and 64-bit), Windows
2000 Professional, Windows Server 2000, Windows Server 2003 (32-bitand 64-bit), Windows

Server2008 (32-bitand 64-bit), Windows Server2008 R2, Windows Home Server, Windows
Server2012 and Windows Server 2012R2.

- Memory: 64 MB

- Hard disk: 20 MB

- Processor: PentiumIl 300 MHz or equivalent

- WindowsInstaller 2.0 (Windows Installer 3.0 isrecommended for remote uninstallation)
- Browser:Internet Explorer 6.0 or later

- Other:

e Accesstothe Admin$resource on the computersto whichthe protectionwill be
distributed.

e Auserwithadministratorrightsonthe computers to whichthe protectionwill be
distributed.

For the tool to work properlyin Internet Explorer, you will need to disable the use of SSL in the

Advanced Security Settings and enable the use of TSL:

Internet Options '? &‘
General || Security | Privacy | Content | Connections || Programs | Advanced
Settings

ﬁ Security ~

[] Allow active content from CDs ta run an My Computer®
[] allow active content ko run in files on My Computer®

[] Allow software ko run or install even if the signature is inv.
Check for publisher's certificate revocation

[] Check For server certificate revocation®

Enable SmartScreen Fiter

[] usessLzo

[] usessLz.o

‘Watn about certificate address mismatch®
[[] warn if changing between secure and not secure mode

‘Watn iF POST submittal is redirected to a zone that doesn
v

£ >

#Takes effect after you restart Internet Explorer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings ba their default
condition. =

*fou should only use this if vour browser is in an unusable state,

19.3.2 How to deploy the agent

Follow the steps below to install the protection using Panda Security's distribution tool.

- To download the distributiontool, go to the Installation window and click the Download
distributiontool link.
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s | SPNP Adaptive [t Advanced search (@ wl_ {3_} 8clientPAD
# \Jpanda|

Defense

SIS IVERINTe Y=l INSTALLATION SETTINGS | REPORTS | OTHER SERVICES

> Installation

e R

Search
-- W'
indows
onnstelatien

Generate installation URL

Group computers will be added to:

| DEFAULT -

Windows
http

Copy the URL and launch it on the computers to be managed from Endpoint Protection

Use distribution tool

Download distribution tool

The distribution tool allows you to install the protection on the Wi

dows computers on the network
quickly and easily.

- RuntheDistributionTool .msi file on the computer fromwhich you will distribute the
Adaptive Defense agent to all computers onthe network.

- Once installed, runthe tool fromthe Windows Start menu. The Protectioninstallation screen
will open, whichwill allow you to distribute the protectionintwo ways:

Distribution by domain

- Enterthe group the computers whose protectionyou are going toinstall willbe added to.
This will determine the protection profile to be applied to those computers.

- Inthe networktree,select the domains or computers onwhich you want toinstall the
protection.

- Usea username and password with administrator permissions to carry out the installation.
The user name must be enteredinthe domain\user name format.

- Once you have enteredthe credentials, click Install to generate the installation tasks.

Distribution by IP address or computer name

- Enterthe group the computers whose protectionyou are going toinstall willbe added to.
This will determine the protection profile to be applied to those computers.

- Addthe names or IP addresses of the computers whose protectionyou are going toinstall,
separated by commas. You can also select IP addressranges (use the “-*“ symbol for
ranges, e.g. 172.18.15.10-172.18.15.50).

- Usea username and password with administrator permissions to carry out the installation.
The user name must be enteredinthe domain\user name format.

- Clicklnstall to generate the installation tasks.

e Check the consoletosee whetherthe installationtask has been created
successfully.

e Afterthat,the protectioninstallationwill begin,completelytransparentlyto end
users.

e Restart the computerif prompted.
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19.3.3 How to uninstall Adaptive Defense centrally

The Adaptive Defense distribution tool lets you uninstall the protection centrally, avoiding manual

intervention from end users throughout the process. To do this, follow the steps below:

In the tool's console, select Uninstall protection. You will be takento the Protection
uninstallation window, which allows you uninstall the protectionintwo ways:

Uninstall by domain

In the network tree, select the computers or domains from which you want to uninstall the
protection.

Enter the uninstall password created during the installation process. If no password was
created, leav e thisfield blank.

Use a user name and password with administrator permissions to performthe uninstall. The
user name must be enteredin the domain\user name format.

If you want itemsremov ed from quarantine during the uninstall process, and computersto
be automaticallyrestarted after uninstall, select the relevant checkboxes.

Once the datais entered, click Uninstall to generate the uninstall tasks.

Uninstall by IP address or computer name

Enter the names or IP addresses of the computers whose protectionyou want to uninstall,
separated by commas. You can also select IP address ranges (use the “-“ symbol for
ranges, e.qg.172.18.15.10-172.18.15.50).

Enter the uninstall password created during the installation process. If no password was
created, leave thisfield blank.

Use a user name and password with administrator permissions to perform the uninstall. The
user name must be enteredin the domain\user name format.

If you want itemsremov ed from quarantine during the uninstall process, and computersto
be automaticallyrestarted after uninstall, select the relevant checkboxes.

Click Uninstall to generate the uninstall tasks.
e Check the console tosee whether the uninstall task has been created successfully.
e Afterthat, the uninstall process willbegin, completely transparentlyto end users.

e Restartthe computerswhen prompted.
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20.1. Introduction

This appendix describes the communication betweenthe agents and the Adaptive Defense server.

20.2. Endpoint communication with the Internet

20.2.1 Communication periods

The Adaptive Defense agents installed on network computers communicate with the server at
regularintervals. These intervals willdepend on the type of communication being transmitted. The
figures below indicate the maximum time that can elapse before an event that must be

transmitted to the server is actually sent.

- Check for settings changes in the console:Every 15 minutes.

- Changes to the computer settings (name, IP address, MAC address, OS version, Service
pack, etc.): Every 12 hours.

- Computer settings (no changes): Every 24 hours
- Check for new signature file: 4 hours by default.See Chapter 13 to change this setting.

- Check for updates to the protection engine: 12 hours by default.See Chapter 13 to
change thissetting.

20.2.2 Internet access

The following table shows a summary of how endpoints protected with Adaptive Defense access

the Internet for tasks that require communication over the Internet.

Not connected to the Internet (but at

Connected to the Internet least 1 networked endpoint has an

Internet connection)

From the endpoint withthe Internet
connectionor the endpoint
configuredto channel all
communications withthe server.

Communication From the endpoint or another
endpoint configured for such

with the server purpose.

It shares signature files downloaded
by other networked endpoints
thanks to Adaptive Defense’s P2P
technologies. It only downloads

signature files provided no other Updatestake place from the
Signature file endpoint has done it previously.ltis endpoint withthe Internet

possible to specifyan endpoint to connection, or the endpoint
updates download signature files fromthe configured to channel all

server.Thisendpoint will also act as communicationswiththe server.
a signature repository, so that
signature files will not be
downloaded again when
requested by another computer.
It shares upgrade packages
downloaded by other networked
Instalaciony endpoints thanks to Adaptive
Defense’s P2P technologies. It only
downloads upgrade packages
del producto provided no other endpoint has
done it previously. Itis possible to
specifyan endpoint to download
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upgrade packages from the
server.
Accesoala : . . . .
Connectionsto Collective Itisnot possible to access Collective
Inteligencia Intelligence are established from Intelligence from endpoints without
1 * H *
Colectiva each endpoint. an Internet connection*.

* |f endpoints access the Internet using a corporate proxyserver, Adaptive Defense will use it as
well.The proxy serverto use canbe configuredin the Adaptive Defense settings.

20.3. Bandwidth usage summary table

The following table shows a summary of the bandwidth used by Adaptive Defense for each type

of communication.

‘ Communication Approximate bandwidth usage

8.18 MB: Installer and communications agent
60.5 * MB: Endpoint protection package

Productinstallation

Communication with the 240 KB every 12 hours (190 KB in messages sent every 15
minutes to check for configuration changes, and 50 KB in

server status, settings and reports messages)

25 MB the first time only, after installing the protection.

Signature file updates** ) ,
200-300 KB every 24 hours for signature file patches.

Sending of the actions
triggered by each running 1 MB per day and per endpoint

process

8.18 MB: Communications agent

60.5 MB: Endpoint protection package

A product upgrade takes place every 6 months
approximately.

Product upgrades**

Real-time, on-access protection
500 KB: Bandwidth used on the first day, when the cache is

. . empty.
Queriesto Collective 35-100 KB: Bandwidth used after the first day, once the
Intelligence information is cached.

Full scan of the computer
200-500 KB: First full scan of the computer.
50-200 KB: Subsequent full scans of the computer.

* 46.2 MB for the 64-bit installer

** Signature file and product updates are downloaded by a single endpoint on the network, and
shared by the other networked endpoints thanks to Adaptive Defense’s P2P technologies.

The signature file patches will be different depending on how outdated the sighature files are. For
example, if an endpoint has a two-day old signature file and another one has a one-day old
signature file, the patches to download will be different.

If you select acomputerto act as a proxy/repositoryserver, all communications except queriesto
Collective Intelligence will take place through that computer. Additionally, signature files will be
storedinthe computer selected as the repository (it will not be necessaryto download them again

if requested by another computer on the network).
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Estimating bandwidth usage

Suppose you have a local network consisting of N interconnected computers, and you install

Adaptive Defense on them.

The bandwidth usage will be approximately as follows.

Communication
type

Product
installation (1

time only)

Internet bandwidth consumption

by N PCs

8.18 MB for the communications
agent & the installer x N
computers

+ 60.5 MB for the endpoint
protection package

Local network bandwidth

consumption by N PCs

8.18 MB del instaladory agente de
comunicaciones x N computers

60.5 MB for the endpoint protection
package

Communication
with the

server

240 KB every 12 hours x N
computers

240 KB every 12 hours x N computers

Sending of the
actions triggered

by each running

1 MB per day x N computers

1 MB per day x N computers

process
25 MB the first time only, after
i Ili h i N . :
) ) nsta Intg t+e protection x 25 MB the first time only, after
Signature file  cOmputers installing the protection +
160 KB every 24 hours for 160 KB every 24 hours for signature file
updates signature file patches x N y 9
patches
computers
Product
8.18 MB for the communications 8.18 MB for the communications
upgrades & the installer x N

(approx. every 6

agent
computers + 60.5 * MB for the
endpoint protection package

agent & the installer x N computers
+ 605 * MB for the endpoint
protection package

months)
Queries to 500 KB the first time x N
Collective computers 500 KB the first time x N computers
+ 35-100 KB every day x N + 35-100KB everyday x N computers
Intelligence computers

* 46.2 MB for the 64-bit installer

20.4.

Security of communications and stored data

The new Adaptive Defense protection model requires information about the actions taken by

applications installed on customers’ computers.

The collection of data by Adaptive Defense is strictly in accordance with the guidelines set out

below:

- The only information collectedis that regarding Windows executable files, (.exe, .dll, etc.)
that arerun orloaded on the user’s computer.No informationis gathered about datafiles.

- The file attributes are normalized, deleting anyinformationreferring to the loggedinuser.
So, for example, the file paths are normalized as LOCALAPPDATA\name . exe instead of
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c:\Users\USER_NAME \AppData \Local\name.exe)

- The only URLs collected are those fromwhich executable files are downloaded. The URLs

visited by users are not collected.

- Thereisno relationbetweenthe dataand the user inthe datacollected.

- Under no circumstances will Adaptive Defense send personal informationto the cloud.

As essentialinformationto support the new protection model, Adaptive Defense sends information

about the actions taken on each computer.

Attribute Data Description Example
Hash of the file to which the
File Hash N/A
event refers.
Address from where an http://www.malw
URL URL executable file was are.com/executa
downloaded. ble.exe
Path Normalized path of the file APPDATA\
Path to which the event refers
HKEY_LOCAL_MA
CHINE\SOFTW ARE
Registry Key / Value Windows re.gistry key and its \Panda
corresponding content. Security\Panda
Research\Minerv
al\Version=3.2.21
Identifier of the operation
(creation/modification/load ‘0’ type events
) Operation ID ing/etc. of an executable, indicate the
Operation downloading of an execution of an
executable, executable
communication, etc.)
The communication event
Communic  rotocol /port/ of a process (not its content) Malware.exe
ation Address along withthe protocol and sends data by UDP
on port 4865
address
Software The list of software installed Office 2007, Firefox
Software ] on the endpoint according 25, IBM Client
installed to the Windows API. Access 1.0
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Remote access

Technology that enables someone to connect and interact remotely with a user’s computer.

Network adapter
The network adapter allows communication between devices connectedto eachother, and also

allows resources to be shared between two or more computers. It has a unique identifier.

Adware

Program that automatically runs, displays or downloads adv ertising to the computer.

Agent
The agentis responsible for communication betweenthe managed computers and the Adaptive

Defense servers, as well as managing local processes.

Alert
A message concerning the protection activity of Adaptive Defense when it may require actionon
the part of the user or administrator. Administrators receive alertsvia email, and users receive alerts

generated by the agent which appear on the device desktop.

Forensic analysis
A series of actions and processes carried out by network administrators with special toolsin order
to track a malicious program and evaluate the consequences when malware has managed to

infect a network computer.

Heuristic analysis
Heuristic analysis analyzes hundreds of characteristics of a software file.
This determines the potential of the software to carry out malicious or damaging actionswhen run

on a computer, and whether it is a virus, spyware, a Trojan, a worm, etc.

Antivirus

Program designed to detect and eliminate viruses and other threats.

APT (Advanced Persistent Threat)

A set of processes controlled by hackers and aimed at infecting customers’ networks through
diverse infection vectors simultaneously and designed to go undetected by traditional antivirus
programs for long periods of time. The main aim of these threats is financial (theft of confidential

information, intellectual property, etc.).

Signature file

The file that allows the antivirus to detect threats.

ARP (Address Resolution Protocol)

Protocol used for the resolution of networklayer addresses into link layer addresses. On IP networks

it translates IP addresses to physical MAC addresses.
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Audit
An Adaptive Defense mode that lets you see the processes run on the protected network

computers without taking any remedial action (disinfection or blocking).

Notices
Also calledIncidents, these show onthe W eb console the activity of malicious programs detected

by the Adaptive Defense advanced protection.

Block
This prevents the running of programs cataloged as malware or unclassified, according to the

configuration of Adaptive Defense set by the administrator.

Broadcast
Broadcasting of packets across data networks. One data packet can reach all computers on the
same subnet. Broadcast packets don’t go through routers and use different addressing

methodology to differentiate them from unicast packets.

Adaptive protection cycle
A new security focus based on the integration of a group of services providing protection,
detection, monitoring, forensic analysis and problemresolution. All these are centralized in asingle

administration console accessible from anywhere at any time.

Malware life cycle
Breakdown of all the actions unleashed by a malicious program from the time it is first seen on a

customer’s computer until it is classified as malware and disinfected.

Web console
Tool for configuring the protection, as well as distributing and managing the agent across all the
computers onyour network. You can also see the security status of your network and generate and

print the reports you want.

Disinfectable
A file infected by malware for which there is an algorithm that can convert the file back to its

original state.

IP address
Number that identifies a device interface (usually a computer) on a network that uses the IP

protocol.

MAC address
Hexadecimal, 48-bit unique identifier of a network card or interface. It is individual: each device
has its own MAC address.

Active Directory
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Proprietary implementation of LDAP (Lightweight Directory Access Protocol) services for Microsoft
Windows computers. It enables accessto anorganized and distributed service for finding arange

of information on network environments.

DNS (Domain Name System)
Service that translates domain names to different types of information, generally IP addresses.

Domain
Windows network architecture where the management of shared resources, permissions and users

is centralized in a server called a Primary Domain Controller or Active Directory.

Excluded computers

Computersselected bythe user which are not protected by the solution. Excluded computers are
only displayed in the Excluded section, they are not shown anywhere else in the console. No
warnings about them are displayed either.Bearin mind that you can undo these exclusions at any

time.

Computers without a license
Computers whose license has expired or are left without alicense because the user has exceeded
the maximum number of installationsallowed. These computers willbe automaticallyremoved from

the list of computers without a license as soon as new licenses are purchased.

Master Browser
The role of a computer on a Windows network that keeps a list of all devices that connect to that

network segment.

Exploit
A known software flaw exploited by malware to cause a series of errorsto the advantage of the

malware that initiates the action.

Peer To Peer (P2P) funcionality

A Peer-to-Peer network is a network without fixed client or servers, but a series of nodes that work
simultaneously as clients and servers forthe other nodes onthe network. Thisisalegal way of sharing
files, similar to sending them via email or instant messaging, but more efficient.

In the case of Adaptive Defense, the P2P feature reduces Internet bandwidth consumption, as
computers that have already updated a file from the Internet then share the update with other

connected computers. This prevents saturating Internet connections.

Proxy funcionality
This feature allows Adaptive Defense to operate in computers without Internet access, accessing

the Web through an agent installed on a computer on the same subnet.

Goodware

A file which after analysis has been classified as legitimate and safe.
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Group
In Adaptive Defense, a group is a set of computers to which the same protection configuration
profile is applied. Adaptive Defense includes an initial group -Default group- to which the

administrator can add all the computers to protect. New groups can also be created.

Workgroup
Architecture in Windows networks where shared resources, permissions and users can be

independently managed from each computer.

Hardening
An Adaptive Defense mode that blocks unknown programs downloaded from the Internet as well

as all files classified as malware.

Distribution tool

Once downloaded from the Internet and installed on the administrator's PC, the distribution tool
lets the administrator remotelyinstalland uninstall the protection on selected network computers.
In Adaptive Defense, the distribution tool can only be used to deploy the protection to Windows

computers.

ICMP (Internet Control Message Protocol)

Error notification and monitoring protocol used by the IP protocol on the Internet.

IDP (Identity Provider)

Centralized service for managing user identity verification.

IP (Internet Protocol)
Principal Internet protocol for sending and receiving datagrams generated on the underlying link

level.

Malware
Thistermis used torefer to all programs that contain malicious code (MALicious softWARE), whether
itisavirus, Trojan, worm or any other threat to the security of IT systems. Malware tries to infiltrate or

damage computers, often without users knowing, for a variety of reasons.

Notifications
Alerts for administrators about important issues concerning the Adaptive Defense platformsuch as

new versions of the endpoint protection, licenses about to expire, etc.

Lock

An Adaptive Defense mode that blocks unknown programs and those classified as malware.

Machine learning

This is a branch of artificial intelligence whose aim is to develop technologies that can create
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programs from unstructured information delivered in the form of examples.

MD5 (Message-Digest Algorithm 5)
Thisis a cryptographic hashfunction producing a 128-bit value thatrepresents datainput. The MD5

hash calculated onafile canunequivocallyidentifyit or checkthatithas not beentampered with.

MTU (Maximum transmission unit)

Maximum packet size that a given protocol can transmit.

Cloud
Cloud computingis a technologythat allows servicesto be offered across the Intemet. InIT circles,

the word 'cloud’ (or ‘the cloud') is used as a metaphor for ‘the Internet'.

OU (Organizational Unit)
Hierarchical method for classifying and grouping objects stored in directories.

Partner

A company that offers Panda Security products and services.

Profile
A profile is a specific protection configuration. Profiles are assigned to a group or groups and then

applied to all computers that make up the group.

Phishing
A technique for obtaining confidential information fraudulently. The information targeted includes

passwords, credit card numbers and bank account details.

Local process
Local processes are responsible for performing the tasks necessary toimplement and manage the

protection on computers.

Potentially Unwanted Programs
A program that may be unwanted, despite the possibility that users consented to download it.

They are usually installed legitimately as part of another program.

Protocol
System of regulations and specifications used for exchanging data. One of the most commonly

used is TCP-IP.

Proxy
A proxyserver acts as anintermediary between aninternal network (anintranet, for example) and
an external connectionto the Internet. This allowsa connectionforreceiving files from Web servers

to be shared.
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Port
A numeric ID assigned to a data channel opened by a process on a device throughwhich datais

exchanged (inbound/outbound) with an external source.

Responsive / Adaptable Web design (RWD: Responsive Web Design)
A set of techniques that enable the development of Web pages that automatically adapt to the

size and resolution of the device being used to view them.

RIR (Regional Internet Registry)
An organization that manages the allocation and registration of IP addresses and Autonomous

Systems (AS) within a particular region of the world.

Rootkits

A program designed to hide objects such as processes, files or Windows registry entries (often
including its own). This type of software is not maliciousinitself, but is used by hackers to cover their
tracksin previously compromised systems. There are types of malware that use rootkits to hide their

presence on the system.

SMTP server
Server that uses SMTP -simple mail transfer protocol- to exchange email messages between

computers.

SIEM (Security Information and Event Management)
Software that provides storage and real-time analysis of the alerts generated by network devices

and the applications on the network.

Suspicious file
Afile with a high probability of being malware afterhaving been analyzed by the Adaptive Defense

protection on the user’s computer.

SSL (Secure Sockets Layer)

Cryptographic protocol for the secure transmission of data on a network.

PDC (Primary Domain Controller)
This isthe role of a server on Microsoft domain networks, which centrally manages the assignation
and validation of user credentials for accessing network resources. Active Directory currently

exercises this function.

TCO (Total Cost of Ownership)

Financial estimate of the total direct and indirect costs of owning a product or system.

TLS (Transport Layer Security)
New version of protocol SSL 3.0
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Network topology
Physical or logical map of network nodes.

Public network
This isthe type of networkyou find in Internet cafes, airports, etc. Visibility of computers is restricted

onsuch networks, and there are restrictions on sharing files, resources and directories.

Environment variable
This is a string of environment informationsuch as a drive, path or file name that is associated with
a symbolic name that Windows can use. You can use the System appletinthe Control Panel or the

'set' command at the command prompt to set environment variables.

Window of opportunity

Time it takes between the first computer (in the world) being infected with new malware and its
analysis and inclusion by antivirus companiesinsignature filesto protect computers frominfection.
This is the period when malware can infect computers without the antivirus being aware of its

existence.

Virus
Viruses are programs that can enter computers or IT systems in a number of ways, causing effects

that range from simply annoying to highly destructive and irreparable.
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